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1. Introduction
This report presents a scoping review of literature of key issues arising in respect of
data linkage and it has a particular focus on the linkage of administrative data with
longitudinal data. The review took place between January and March 2020. The
OECD Glossary of Statistical Terms (OECD, 2020) defines record linkage as:
A merging that brings together information from two or more sources of data
with the object of consolidating facts concerning an individual or an event that
are not available in any separate record.

The purpose of this review of literature is to assist the Department of Children and
Youth Affairs (DCYA), in conjunction with the Central Statistics Office (CSO), who are
considering the feasibility and parameters of a pathfinder project by linking the
Growing Up in Ireland (GUI) study with administrative data held in the CSO’s
Administrative Data Centre (ADC). A pathfinder project is a CSO policy-relevant
research project conducted in partnership with a public sector body. These projects
involve the integration of secondary datasets held by government departments and
agencies with existing administrative data held by the CSO, to produce aggregated
analysis and outputs. The data linking for statistical purposes will be carried out by
the CSO on pseudonymised datasets and will be conducted under the Statistics Act
1993. This linkage will adhere to the CSO protocol for linking and integrating data
holdings for statistical purposes which primarily covers any work undertaken within
the CSO to match the individual records contained in two or more data holdings, at
least one of which originates outside the Office (including data holdings that are a byproduct of the administrative system) (CSO, 2020).

Growing Up in Ireland Study
The focus of the data linkage pathfinder project is on linking individual-level data
from children and their carers who took part in the Growing Up in Ireland (GUI) Study
with administrative data from a broad range of public sector bodies (e.g. Revenue,
Department of Employment Affairs and Social Protection and Pobal). The GUI study
was established in 2006 with a key aim of informing Government policy about what
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contributes to, or undermines, the well-being of children in Ireland and through that
to inform the development of effective public policies and services for children and
their families. Two nationally representative cohorts of almost 20,000 children were
recruited to take part in the study in 2007/8. The members of the Child Cohort (aged
9 years at the time of recruitment) are aged about 21/22 years at the time of this
publication and those of the Infant Cohort (aged 9 months at the time of recruitment)
are around 12/13 years old. In addition to collecting information from children, other
participants in the study include their parents/guardians, teachers, school principal
and childcare providers. The participants in the Child Cohort were surveyed at 9, 13,
17/18 and 20 years. Participants in Infant Cohort participated at 9 months initially,
then 3, 5, 7/8 and 9 years.
The study is underpinned by the Bronfenbrenner's ecological model of development
which places the active developing child at the centre of a five-tiered environmental
structure. These structures are named:
•

Micro-system: This refers to the most immediate setting containing the
developing person (e.g. home, classroom).

•

Meso-system: This refers to relationships within the micro-system and
includes, for example, the relationship between home and school.

•

Exo-system: In this system the active developing child is not even present but
the person's development may be affected by events occurring in these
settings. (e.g. employment conditions of parent).

•

Macro-system: Attitudes/ideologies of the culture in which individuals live (e.g.
democracy, ethnicity etc.).

•

Chronosystem: This relates to the patterning of environmental events and
transitions over the life course (e.g. the effects of divorce peak one year after
divorce with effects more negative for sons than for daughters).

The Growing Up in Ireland study is also informed by international developments in
life-course theory. This approach focuses on the dynamic nature of development over
the life-course, emphasising the role of human agency and the way in which
trajectories are shaped and reshaped by a complex set of relationships and processes
(Murphy et al., 2009). The data available in the GUI study reflects these broad
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understanding of children and young people and thus offers many potential
opportunities for data linkage.

Longitudinal study data linkage
Longitudinal data linkage is the linkage of longitudinal survey data to a range of other
(often also longitudinal) administrative data (Davis-Kean et al., 2017). The CSO
register of data matching activities, which includes a range of cross sectional and
longitudinal sources of health, revenue, social welfare and educational data, reflects
the typology of potential approaches that can be adopted to longitudinal study data
linkage as described by Chambers et al. (2017) (Fig. 1).
Figure 1. Typology of data linkage

Linking an established longitudinal dataset to one or more
administrative registers
•Example: Avon Longitudinal Study of Parents and Children (ALSPAC) is linked to
Department for Education (DfE) registers (National Pupil Database, Annual School
Census), NHS registers (Hospital Episode Statistics, Clinical Practice Research
Datalink), and Office of National Statistics (ONS) registers (Cancer Registry, Death
Registry)

Linking central registers to administrative data to create a
population level longitudinal dataset
This type of approach is used in Scandinavian countries as they are able to draw on
their extensive population registers
•Example: Brazilian 100 million cohort constructed by linking a register that included
all individuals receiving Bolsa Familia cash payments to the registers making up the
Brazilian Unified Health System

Contextual linkage used to enhance a longitudinal data set
•Example: Netherlands Cohort Study on Diet and Cancer links to geospatial
coordinates recording particulate air pollution

In addition to these three approaches, a fourth approach has been adopted by the UK
Office for National Statistics and this is now considered in greater detail.
Approach adopted by the UK Office for National Statistics (ONS)
The ONS Longitudinal Study (LS) is stored at the Office for National Statistics and
contains census and life events data, linked between five successive censuses,
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beginning in 1971. The sample is of people living in England and Wales who were
born on one of four selected dates of birth, i.e. 4 out of 365 days of the year, so it
makes up about 1% of the total population. The sample was updated at the 1981,
1991, 2001 and 2011 Censuses and in registrations of life events such as deaths,
births to sample mothers, emigrations and cancer registrations. Fresh LS members
enter the study through birth and immigration and existing members leave through
emigration or death, however their data is retained. The LS now includes records for
over 1,100,000 individuals and it is the largest longitudinal data source in the UK.
ONS Longitudinal Study data is available for free to researchers who can show that
their work is in the public interest.
Guidance and support in the use of the data, including data linkage, is provided
through CeLSIUS based at the Institute of Epidemiology & Health Care at University
College London (UCL).

Structure of the report
The remainder of this report is divided into the following sections:
•

Section 2 Approach adopted to the review

•

Section 3 Benefits, prevalence and impact of data linkage

•

Section 4 Data access, sharing and consent

•

Section 5 Governance issues arising in data linkage

•

Section 6 Technical issues arising in data linkage

•

Section 7 Key lessons arising from this scoping review of literature.

The methodological approach to the review is now considered.
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2. Approach adopted to review
An overview of the approach adopted in this review is now presented and includes
information about the aim and objectives of the review and the steps taken to
identify, analyse and synthesise the information emerging.

Aim and objectives of the review
The overall aim of this scoping review of literature is to
Identify best international practice in linking administrative data to longitudinal
studies of children that can be used to inform the process of the GUI Pathfinder
Project.

Key objectives are to:
•

Ascertain the benefits, prevalence and scope, and impact of such projects

•

Highlight infrastructural issues arising in respect of data access, sharing,
confidentiality and privacy

•

Consider technical issues arising

•

Identify key learning arising.

Steps in review process
This review was carried out between January and March 2020 and the approach
drew on a scoping review methodology. This approach was selected as the most
suitable method for this study because, by definition, it is used “to map rapidly the
key concepts underpinning a research area and the main sources and types of
evidence available, and can be undertaken as stand-alone projects in their own right,
especially where an area is complex or has not been reviewed comprehensively
before” (Mays et al., 2001), p.194).
The review was used to map the extent, range and nature of research activity as it
related to the objectives, and the purpose was to highlight key areas for consideration
in the development of the GUI Pathfinder Project rather than focusing in detail on
any one area. The review has a particular focus on international best practice as well
as key developments that have been undertaken in Ireland.
5
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The review followed the main steps outlined by Arksey and O’Malley (2003),
including (Table 1):
1. identifying the key questions, which were broad in nature;
2. identifying topic-relevant studies, Government reports and other grey
literature through a search that focused on a set of longitudinal studies from
other jurisdictions (particularly, Australia, Canada and the United Kingdom);
3. selecting studies using a set of inclusion criteria;
4. reviewing the sorted and sifted data through the identification of key themes;
5. analysing the results through thematic analysis and reporting findings
descriptively.
Table 1. Broad approach to the identification of peer review and grey literature

Broad area

Indicative areas
included

Peer-reviewed literature
Searches run on PubMed, EBSCO host and the Social
Science Information Gateway in respect of the following
search terms individually and combined:
data link*, data integrat*, data record linkage, process,
analysis, longitudinal, cohort, Child*, data protection,
GDPR, consent, assent governance. Secondary sources
were also identified from references in papers and
documents.

Benefits, scope, impact,
key learning
Challenges, infrastructural,
technical
Accountability,
governance, structure

Grey literature
Searches were conducted using the Worldwide Web
through the use of search engines “Altavista” and
“google”

Australia, Canada, United
Kingdom and Ireland

Databases/websites
With directed searches, to government websites,
statistical agencies and professional organisations within
each country.

Cochrane Library,
government websites,
OECD, open data.gov

Main exclusions
Main focus on findings from linkage; written in a non-English language, written more
than 10 years ago.
Main inclusions
If relevant to strategic development; provides information on longitudinal studies in
one of the selected countries; written in English; predominantly published since 2010.
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3. Prevalence, benefits and impact of
data linkage
The value, utility and contribution of data linkage to informing policy-making have
been explicitly recognised in Irish national policy since the early 2000s (National
Statistics Board, 2003, Central Statistics Office, 2005). This activity was also
identified in the National Research and Data Strategy on Children’s Lives as a key
driver for creating a more supportive infrastructure to maximise existing data
(Department of Children and Youth Affairs, 2011). More recently, commitments have
been made to improving data access, integration and linkage in the National Statistics
Board Strategy and in the Central Statistics Office (2019) second update on the
Statement of Strategy 2016-2019 where one of five strategic aims is to increase use
of secondary data sources including administrative and Big Data. Big Data is defined
as:
The information asset characterized by such a high volume, velocity and
variety to require specific technology and analytical methods for its
transformation into value. (De Mauro et al., 2016).

The CSO (2019) commits to:
•

continue to exploit administrative data in the production of official statistics;

•

explore and exploit the potential of Big Data for the production of official
statistics;

•

use the National Data Infrastructure (NDI) to develop new and improved
statistical products.

These commitments are also reflected more broadly in developments across
Government in respect of open access to data as presented in the Open Data
Strategy 2017-2022 (Government Reform Unit, 2017).
Of particular relevance to this project is a report undertaken by Moran (2016) on
behalf of the Irish Health Research Board (HRB) which presents proposals for an
“Enabling Data Environment for Health and Related Research in Ireland”. The project
was undertaken in response to requests from the health research community to
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address challenges experienced in relation to accessing, sharing and linking data. It
was suggested that these problems led to valuable health research being delayed or
in some cases abandoned and in certain cases new data had to be collected resulting
in duplication of effort and costs as well as delays in securing research results for the
benefit of people’s health and the effective delivery of patient care. The report on
this HRB project presents the findings arising from a review of literature, site visits
and input from a wide range of more than 50 national and international stakeholders
with expertise in data usage, linkage and governance. The report makes 33
recommendations in respect of the creation and implementation of a good practice
model for data access, sharing and linkages and potential infrastructural
developments in respect of health data. These recommendations are presented
throughout this report in the relevant section.
While only a small number of linkage projects have been carried out in Ireland, there
is evidence, particularly in the area of health, of an awareness and support for its use
among researchers such as Moran (2016) and Foley (2017). Moran (2016, p.31), for
example, reported that stakeholders consulted in the process of their development
generally agreed that:
•

better access, sharing and linkage of data would facilitate research, thus
enabling many valuable research questions to be tackled;

•

the use of data through sharing would help ensure and possibly improve data
quality;

•

the possibility of re-use of expensively collected information was particularly
valued;

•

the greater the sensitivity, the greater the governance arrangements were
perceived to be needed.

Prevalence of longitudinal study data linkage
The extent to which data linkage is common across longitudinal studies has not been
calculated and consequently, the prevalence of this type of approach is not clear
although Chambers et al. (2017) note that there is a growing interest in data linkage.
A number of authors have estimated the prevalence of data linkage in respect of
specific areas relevant to this review and examples of these are presented in Figures
2, 3 and 4.
8
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Figure 2. Systematic review of data linkage in respect of perinatal health and wellbeing

Perinatal
health and
wellbeing
across
Euro
Peristat
countries

•

Delnord et al. (2016) assessed the extent to which data
are linked routinely for perinatal health research and
reporting across Europe. A systematic review of the
literature identified 516 studies, with about three
quarters of all publications arising from Denmark,
Finland, Norway and Sweden, the US and the UK.

•

About half of these linkages included data from
longitudinal studies (n = 257; 50.0).

•

The authors noted that most of the studies identified
linked vital statistics, hospital records, medical birth
registries and cohort data.

•

The authors note that Ireland is among one of 11
countries where there is not routine data linkage taking
place.

• The authors concluded that research using data linkage
is concentrated in a few countries and is not widely
practised in Europe and that broader adoption of data
linkage could yield substantial gains for perinatal health
research and surveillance.

Figure 3. Systematic review of data linkage in respect to pregnancy associated deaths

Pregnancy
associated
deaths

•

Reardon and Thorp (2017) conducted a systematic
review with a narrative synthesis and meta-analysis of
pregnancy-associated death in record linkage studies
relative to delivery, termination of pregnancy, and
natural losses.

•

The authors identified 11 papers using linkage of death
certificates to independent records identifying
pregnancy outcomes.

•

Their findings from three countries (not including
Ireland) demonstrated that within a year of their
pregnancy outcomes, women who experienced a
pregnancy loss were over twice as likely to die
compared to women who had given birth.

•

The authors concluded that both miscarriage and
termination of pregnancy are markers for reduced life
expectancy and suggested that new public health
initiatives including screening and interventions for
patients exhibiting known risk factors need to be put in
place.
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Figure 4. Systematic review of data linkage in respect of mental health and suicide

Mental
health and
suicide

•

San Too et al. (2019), performed a systematic search
using eight major health databases for English-language
studies published between 1 January 2000 and 11 June
2018 and identified nine studies that used linked data
of mental health service use and suicide deaths. These
studies did not include data from Ireland.

•

The authors concluded that the objective approach
facilitated through the use of data linkage allowed them
to identify a nearly eight-fold increased risk of suicide
for those individuals with a mental disorder compared
with those without a mental disorder. Through this, the
extent to which mental disorders contribute to suicide
was able to be definitively calculated.

Longitudinal study approaches to data linkage
Davis-Kean et al. (2017) argue that the UK is internationally recognised as having the
best set of longitudinal survey data resources in the world. Both ad hoc and
structured approaches to longitudinal study data linkage are identified in the UK
literature. A structured approach has been adopted through the CLOSER
(www.closer.ac.uk) project which is a consortium of eight studies from the fields of
medicine and social science, the UK Data Archive, and the British Library. CLOSER
was funded by the Economic and Social Research Council (ESRC) and the Medical
Research Council (MRC) from 2012-17, and by the ESRC from 2017 to present.
Longitudinal studies of children included in the CLOSER Consortium are:
•

Hertfordshire Cohort Study

•

1946 MRC National Survey of Health and Development

•

1958 National Child Development Study

•

1970 British Cohort Study

•

Avon Longitudinal Study of Parents and Children (ALSPAC Study; Children of
the 90s)

•

Southampton Women’s Survey

•

Millennium Cohort Study (Child of the New Century)
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•

Understanding Society: The UK Household Longitudinal Study

The purpose of the consortium is to increase the use, value, and impact of the UK’s
longitudinal studies through a series of measures to support data linkage (Fig. 5).
Figure 5. CLOSER approach to supporting data linkage

Discovery
•An online metadata search platform that enables researchers to search and appraise
data from the eight studies

Harmonising
•Harmonisation of key measures, both within and across studies, to facilitate crossstudy comparisons.
•The purpose of this is to document the availability and comparability of longitudinal
cross-study data, as well as generating new harmonised data resources

Facilitating and promoting
•Systematic approach to facilitation and promotion of linkage of study data to
administrative records

Training and Capacity building
•Activities include introductory training for new users, workshops in advanced
techniques for experienced users, and a knowledge exchange programme for
longitudinal study teams

Impact and public affairs
•Undertake a programme of work to promote longitudinal evidence to policymakers
and practitioners

Closer linkage activity
Boyd (2017) reports on CLOSER linkage activity across six areas (Fig. 6) noting that
there is good progress on data linkage with health registry data and spatial data
across all studies.
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Figure 6. CLOSER linkage activity
Understanding
Society

Millennium
Cohort Study

Southampton
Women's Survey

ALSPAC

NLSY79

1970 BCS

1958 NCDS

1946 NSHD

Health

Hertfordshire

2017
Registry
Maternity Records
Secondary Care
Primary Care
Prescriptions
Social Care
Community Care
Education

School
FE/HE

Employment

Employment
Earnings
Benefits

Criminality

Conviction/Cautions

Spatial

Neighbourhood
Census
Env. Exposures

Other

Participant Tracing
Social Media
Phone/Sensors

Linkage Key:

Established

In Development

Planned for the Future

Not Planned

Source: Boyd 2017

Examples of key data linkage studies in respect of specific topic areas are presented
in Figure 7.
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Figure 7. Specific examples of progress made in the CLOSER Project

Socio-economic status
•Earnings and income research which investigated how families transfer wealth and
advantage across generations by harmonising measures of earnings and income in
four CLOSER studies.
•Development of new documentation and data to help researchers interested in socioeconomic status and how it changes over time among those taking part in ALSPAC.

Education
•The link between occupation and education which examined how social background
has influenced the educational attainment and careers of generations of British
people, by harmonising measures of socio-economic status and educational
attainment.

Mental health
•Harmonisation of existing mental health measures over the life course in five British
birth cohorts; the 1946, 1958, 1970, 2000-01 cohorts & ALSPAC.
•Comprehensively documenting mental health and wellbeing measures within the UK’s
longitudinal studies.
•Exploration of associations between childhood social environment and adult mental
wellbeing to examine whether the relationship between the two has changed across
different generations.

Body size and composition
•An exploration of body composition by looking at how rates of overweight and
obesity are changing across generations. To do this it harmonised different measures
of body size and composition, including height, weight and body mass index (BMI),
across five longitudinal studies.

Diet
•Examination of diet and health by documenting and comparing available dietary
intake information across CLOSER studies to help researchers examine the
relationship between diet and health with ageing.

Pubertal status
•Assessment of measures used to determine pubertal status, identifying similarities
among methods that would allow harmonisation across cohorts

Household overcrowding
•An investigation of household overcrowding across generations, by producing
comparable measures from information collected by five CLOSER studies.
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Physical activity measures
•Variations in physical activity using data from six CLOSER studies to explore whether
levels of physical activity vary by age, sex and ethnicity.

DNA methylation
•An examination of DNA methylation which aims to help researchers identify time
periods over the life course when people are most vulnerable to disease.

Biological samples
•Production of a comparative catalogue of the biomarkers available across the
CLOSER studies.
•An exploration of how the collection, processing and storage conditions of biological
samples could be made more consistent across longitudinal studies.

Visual functioning
•A comparison of the visual health of different generations of British people for the
first time by harmonising measures of visual function across three longitudinal
studies.

Researchers have also adopted ad hoc approaches such as that by Brett and Deary
(2014) who report on a data linkage project that took place using the Scottish Mental
Survey 1947 which has childhood intelligence data from individuals born in 1936 and
attending school in June 1947. A particular focus for their research was on carrying
out linkage between findings from the survey and existing data on mortality in
Scotland which allowed researchers to examine the relationship between IQ and
mortality (Čukić et al., 2017).
Data linkage projects carried out in Ireland
Foley’s (2017) research, which adopted a case-study review of data linkage across
longitudinal studies (including Growing Up in Ireland) sought information from
researchers on data linkage projects taking place in Ireland. The findings showed that
of the 12 post-doctoral and mid-career respondents who reported having attempted
to link administrative data to their longitudinal data (either Growing Up in Ireland
(GUI) or The Irish Longitudinal Study on Ageing (TILDA)) all but one had been
successful. Of these, the most commonly successful linkages were the CSO small area
population statistics (n = 4), local health records (n = 2) and primary care
reimbursement scheme (n =2). In response to a request to identify potential datasets
14
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for further linkage of benefit to their longitudinal research, the most commonly
identified datasets were the CSO small area population statistics, death registration
data and HIPE data.
While data linkage in Ireland is not common, a small number of examples of data
linkage using the Growing up in Ireland data (Fig. 8) as well as a number of examples
of projects using data from other sources have been identified in this review (Fig. 9).
Figure 8. Examples of data linkage studies using GUI data

Non-Parental Childcare and
Child Cognitive Outcomes at
Age 5: Results from the
Growing Up in Ireland Infant
Cohort (McGinnity et al.
2015)
• This report, commissioned by the
DCYA, focused on the relationship
between children’s cognitive
outcomes at age 5 years and their
experiences of non-parental childcare.
• Data linkage was undertaken with two
variables available from a dataset
provided by the DCYA that contained
information about the early years
childcare centres where the children
attended the Free Preschool Year
(FPSY). These variables were: (a)
whether the preschool claimed a
higher rate of capitation fee (which
reflects a higher level of qualification
for staff working there) and (b)
whether the preschool was
community-based or a privately run
enterprise.
• In total, it was possible to match FPSY
data for 6,586 Growing Up in Ireland
children, which represents 78 per cent
of the Growing Up in Ireland children
who participated in the FPSY scheme.

Childhood obesity, dietary
quality and the role of the
local food environment
(Keane et al. 2015)

• This study presented a cross-sectional
analysis of GUI child cohort data and
explored if distance to, and number of
food outlets supermarkets and
convenience stores in the local area
impact on either dietary quality or
body mass index (BMI) in 9-year-old
children whilst controlling for socioeconomic characteristics of the family
obesity related behaviours and weight
status.
• Food access was measured as network
distance to (in quintiles) and number of
(within 1000km) convenience stores
and supermarkets to each participant’s
household within the local area.
• Separate fixed effects regression
models were used to assess the impact
of local area food access on (1) dietary
quality and (2) BMI, stratified by
gender.

Figure 9 provides examples of data linkage studies carried out in Ireland using a
variety of different data sources including administrative data (e.g. post-primary
pupils database, medical personnel data) and longitudinal study data (e.g. TILDA).
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Figure 9. Examples of data linkage projects using Irish data sources

Early School Leavers - What next?
•This project, led by the Department of Education and Skills (DES), tracked school
leavers a year after they left school using data from the DES-aided Post-Primary
Pupils Database and using a unique personal identifier (a protected identifier key
based on the Personal Public Service Number (PPSN)).
•https://www.education.ie/en/The-Department/Announcements/School-CompletersWhat-Next-Press-office-version-.pdf

The Educational Longitudinal Data (ELD)
•This database brings together data from the Department of Education and a number
of state agencies, including the Higher Education Authority (HEA), Quality and
Qualifications Ireland (QQI) and SOLAS, with employment, benefits and earnings data
from the Revenue Commissioners and the Department of Social Protection. Access is
facilitated by the CSO and is strictly limited to Officers of Statistics.
•https://hea.ie/assets/uploads/2019/12/Higher-Education-Earnings-Report-Dec19.pdf

The Irish Record Linkage project
•This project is funded by the Irish Research Council, and developed in partnership
with the University of Limerick, the Digital Repository of Ireland and Insight at NUI
Galway. The project will reconstruct family units and create longitudinal histories by
linking records of Birth, Marriage and Death (vital registration data), generously
provided by the General Register Office.
https://irishrecordlinkage.wordpress.com/about/

The Brain Drain to Brain Gain - Supporting the WHO Code of
Practice on the recruitment of health personnel
•This project is co-funded by the European Union and NORAD. The RCSI health
workforce researchers are linking medical personnel data in collaboration with the
Medical Council of Ireland (MCI) and the National Doctors Training and Planning
(NDTP) division of Ireland’s National Health Service Executive.
•https://www.who.int/workforcealliance/brain-drain-brain-gain/16108ireland_policy_brief_proof2.pdf

Record linkage for road traffic injuries in Ireland using police,
hospital and injury claims data
•Short, J. and Caulfield, B., (2016) carried out research on linked data from all policereported accidents over the period 2005 to 2011, hospital discharge data (HIPE) and
data provided by The Injuries Board. The authors found that the combined three
datasets provided signiﬁcantly more information than ofﬁcial data and showed how
the scale of the injury problem was far greater than ofﬁcially indicated. The authors
concluded that the extent of the injury problem cannot adequately be measured
unless account is taken of different data sources.
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Linked data from The Irish Longitudinal Study on Ageing
(TILDA) with pharmacy claims data
•Moriarty et al., (2015 ) linked data from The Irish Longitudinal Study on Ageing
(TILDA) with pharmacy claims data (n = 2051). Generalised estimating equations were
used to determine factors associated with change in prevalence over time. The
authors concluded that sub-optimal prescribing is common in older patients. Ongoing
prescribing review to optimise care is important, particularly as patients get older,
receive more medicines or develop more illnesses.

Benefits of longitudinal study data linkage
Economic, methodological and informational benefits of data linkage have been
identified.
According to the OECD (2019) data access and sharing is estimated to
generate social and economic benefits worth between 0.1% and 1.5%
of gross domestic product (GDP) in the case of public-sector data, and
between 1% and 2.5% of GDP (in a few studies up to 4% of GDP) when
also including private-sector data.

Methodological and informational benefits have been identified by several authors
(Harron et al., 2017a, Mostafa and Wiggins, 2018, Boyd et al., 2015, McMahon and
Denaxas, 2019). Mostafa and Wiggins (2018), for example, report that linkage
between administrative and longitudinal study data sources can lead to shorter
interviews, lower respondent burden and an overall reduction in costs. Boyd et al.
(2015) highlight improvements in the quality of longitudinal data (by allowing
increased completeness, representativeness and coverage of the data) noting that
data linkage between administrative and longitudinal study data can correct
participant bias, facilitate the study of subpopulations who are inadequately covered
by the traditional data collection process and facilitate population level analysis for
highly specified sub-samples. Other authors focus on the benefits of being able to
provide an insight into the lives of people, particularly in epidemiology and patient
pathways (Harron et al., 2017a). Foley (2017), in the context of Irish health research,
identified similar type benefits according to a small sample of researchers (Fig. 10).
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Figure 10. Perceived benefits of administrative data linkage with longitudinal studies

Data enrichment (90%)

Enables research that
would otherwise not be
possible (84%)

Reduces the cost of
collection (68%)

Reduces participant
burden (58%)

Reduce measurement
error (52%)

Reduces recall bias (52%)

Data correction (42%)

Minimise the effect of
attrition (39%)

Other (6%)

Source: Foley 2017

Finally, Davis-Kean et al. (2017) highlight specific benefits arising from data linkage
between administrative and longitudinal studies in the UK (Fig. 11).
Figure 11. Benefits of longitudinal study data linkage

More efficient data
collection
(including cost
efficiencies) and
lower participant
burden,
particularly when
information
directly obtained
from a respondent
can be replaced
with better quality
data available
from an external
source.

Increased
completeness of
data as well as
increased
information for
correction of
participant bias
(e.g. due to missing
data).

Collection of
information that
cannot be
obtained from
survey
participants, or is
subject to
reliability concerns,
thus expanding the
potential of the
dataset obtained
directly from these
participants.

A potential
increase in
coverage for the
survey by allowing
the study of
subpopulations
who are
inadequately
covered by the
traditional data
collection process,
but have
substantial contact
with service
providers.

A potential
increase in the
representative use
of the survey data
by allowing
subpopulations
present in the
survey sample to
be nested within a
population for
which linked
administrative
data are available.
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Impact of longitudinal study data linkage
The following section presents a selection of findings arising from data linkage
projects across longitudinal studies of children. These findings facilitate improved
understanding of children and young people’s lives which, in turn, can impact on
policy developments.
Impact of data linkage on understandings of healthcare costs
Westrupp et al. (2014) identified community-based healthcare costs for children born
low birthweight, preterm and/or small for gestational age by combining data from the
Australian longitudinal study of children with Australian Medicare records. The results
showed a significant mean cost of A$362 higher for children aged 0-5 years and
A$306 higher from 4-9 years, for children with any, compared with no, increased
perinatal risk. The findings also showed an additional A$32m in public funding was
spent per year for these children.
Further information: Westrupp et al. (2014). Community‐based healthcare
costs for children born low birthweight, preterm and/or small for gestational
age: data from the Longitudinal Study of Australian Children. Child: care,
health and development, 40(2), pp.259-266.
Impact of data linkage understandings of children in the care of State
Teyhan et al. (2019) combined data from the ALSPAC UK birth cohort of parents and
children with social care and educational records who were looked after in public
care. The databases used included the annual Children Looked After (CLA) Data
Return and Children in Need (CIN) Census. The authors noted the data linkage
allowed for a focus on children who experience extreme adversity. The identification
of these children through survey methodology is challenging due to reliance on
parent report and, in addition, they are likely to be under-represented in birth cohort
studies due to low recruitment and high attrition. The authors concluded that data
linkage enabled the study of educational outcomes in children with social services
contact. These children had substantially worse educational outcomes relative to
their peers, for reasons likely to be multifactorial.
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Further information: Teyhan, A., Boyd, A., Wijedasa, D. & Macleod, J.
(2019). Early life adversity, contact with children’s social care services and
educational outcomes at age 16 years: UK birth cohort study with linkage to
national administrative records. BMJ open, 9, e030213.
Impact of data linkage on understandings of children who have experienced child
protection services
Laurens et al. (2020) examined associations between child protection involvement
and 3rd- and 5th-grade reading and numeracy attainment, while controlling multiple
other adversities using data from the children and parents who participated in the
New South Wales Child Development Study (n = 56,860 Australian children and their
parents) with linked multi-agency records. The findings showed that all children with
child protection reports were more likely to attain below average, and less likely to
attain above average, 3rd- and 5th-grade reading and numeracy, including children
with reports below the Risk of Significant Harm (ROSH) threshold. Children with
substantiated ROSH reports who were not removed into care demonstrated the
worst educational attainment, with some evidence of protective effects for children
in Out-of-Home Care (OOHC). The authors recommended the implementation of a
cross-agency response to supporting educational attainment for all children reported
to child protection services.
Further information: Laurens, K. R., Islam, F., Kariuki, M., Harris, F., Chilvers,
M., Butler, M., Schofield, J., Essery, C., Brinkman, S. A. & Carr, V. J. (2020).
Reading and numeracy attainment of children reported to child protection
services: a population record linkage study controlling for other adversities.
Child Abuse & Neglect, 101, 104326.
Impact of data linkage on measuring children’s health outcomes
A data linkage study joined the records of children in the ALSPAC study who also had
a record in the General Practice Research Database (GPRD; now the Clinical Practice
Research Datalink: http://www.cprd.com). The GPRD is an anonymised database of
primary care records of around five million patients in the UK. The focus of the study
was on comparing parent-reported asthma symptom data from the ALSPAC study
with physician-confirmed asthma to compare the relative performance of objective
measurements and lung function to that of parent-reported symptom data in
20

Scoping review of literature | Best international practices in linking administrative and longitudinal study data

identifying physician-confirmed asthma. The authors found that parental reports of a
doctor's diagnosis agree well with a GP-recorded diagnosis. High specificity for
asthma can be achieved by using detailed wheezing questions, although these
definitions are likely to exclude mild cases of asthma. The authors concluded that
linkage between observational studies and electronic patient records has the
potential to enhance epidemiological research.
Further information: Cornish et al. (2014). Validating childhood asthma in an
epidemiological study using linked electronic patient records BMJ Open
2014;4:e005345. doi: 10.1136/bmjopen-2014-005345.
Impact of intergenerational behaviours on child development
Tzoumakis et al. (2017) examined the impact of both paternal and maternal criminal
behaviours on offspring aggression at age 5 years, while also considering key risk
factors, including parental mental illness, child’s sex, and socioeconomic disadvantage.
The sample comprised 69,116 children with linked parental information, from the
New South Wales Child Development Study which is a population-based
multiagency, multigenerational record linkage study that combines information from a
teacher-reported cross-sectional survey of early childhood development at age 5
years (the 2009 Australian Early Development Census; AEDC) with data obtained via
administrative records from multiple sources (e.g. health, crime, education, and
welfare). The findings show that having a parent with a history of offending was
significantly associated with high levels of offspring aggression in early childhood.
The strength of association was greatest when parents were involved in frequent (≥6
offences: adjusted odds ratio [aOR] range=1.55–1.73) and violent (aOR range=1.49–
1.63) offending. The authors concluded that parental history of severe criminal
offending increased the risk of high levels of aggression in offspring during early
childhood, highlighting the need for intervention with families during this key
developmental period.
Further information: Tzoumakis, S., Dean, K., Green, M. J., Zheng, C.,
Kariuki, M., Harris, F., Carr, V. J. & Laurens, K. R. (2017). The impact of
parental offending on offspring aggression in early childhood: a populationbased record linkage study. Social psychiatry and psychiatric epidemiology,
52, 445-455.
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Example of how linkage between longitudinal study data and administrative
databases can reduce costs of data collection
The Scottish Mental Survey 1947 (SMS1947, n = 70,805) has childhood intelligence
data from individuals born in 1936 and attending schools in Scotland in June 1947.
Representative sub-groups of the SMS1947 provided additional sociological
information. The 6-Day Sample (n = 1,208), born on 6 days of 1936, were followed
up for 16 years to age 27. Their younger siblings also took an intelligence test and
were followed up for several years. The research on the SMS1947 focused on two
distinct parts.
•

The first is a revival of the 6-Day Sample study involving tracing sample
members and inviting survivors to a follow-up study.

•

The second part aimed to carry out linkage between existing data on the
SMS1947, its sub-groups, and the younger siblings, and morbidity and
mortality data from central databases in Scotland and in England and Wales.

The authors were able to identify recommendations for simplifying the process of
obtaining permission to access linked health data, and place these into the context of
the shifting landscape of data linkage in the UK and beyond. These recommendations
include:
•

A data linkage information portal for researchers where there is a single point
of entry for researchers wishing to use their data for medical research. This
portal should detail all the existing data sets, their ownership and provenance,
access restrictions and information on how researchers can obtain permission
to access the data (e.g. the Finnish Information Centre for Register Research;
see http://rekisteritutkimusen.wordpress.com/).

•

A centralised system for applying for permissions including the review of
supporting documents, which it was noted frequently change in response to
feedback from regulatory bodies and need to be re-reviewed by ethics
committees.

•

More guidance and training for researchers as many researchers are unfamiliar
with the legislation and processes surrounding the use of data for which we
are not directly responsible. Ideally, this would involve a single point of contact
throughout the process with someone with expertise in the area (e.g. the
CLOSER: www.closerprogramme.co.uk in the UK).

•

A single repository of linked datasets which researchers can access in a secure
environment and provides the data in a format that they can use for analysis
22
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(e.g. The Secured Unified Research Environment (SURE); see:
https://www.sure.org.au).
•

The management of public perception of the use of personal data for medical
research (e.g. The Western Australian Data Linkage System (WADLS) which
has from its inception encouraged public involvement in research based on
linked data through active consultation, public surveys, consumer
representation on management committees and the publication of regular
bulletins in the public domain outlining the WADLS and its research finding
(see: https://www.datalinkage-wa.org.au/).
Further information: Brett C. E. and Deary, I. J. (2014). Realising health data
linkage from a researcher’s perspective: following up the 6-Day Sample of
the Scottish Mental Survey 1947. Longitudinal and Life Course Studies, 5
(3). pp.283- 298. ISSN 1757-9597.

Summary of benefits, prevalence and impact of linked
data
This section has considered issues relating to the prevalence, benefits and impact of
data linkage. Nationally, there is a policy mandate dating back to the early 2000s
which has been restated most recently in strategic developments by the CSO and
National Statistics board. The focus on this area has increased in recent years in line
with developments harnessing the potential of Big Data as well as growing interest by
researchers and analysts internationally.
Of particular interest to this project is work focusing on data linkage undertaken by
Moran (2016) on behalf of the Irish Health Research Board. The extent to which data
linkage is common has not been considered in a systematic way in this report, but
proxy measures such as increase in number of peer review publication searches and
examples of systematic reviews of data linkage across various areas of children’s lives
illustrate a growing focus in the area. Some longitudinal studies of children,
particularly those in the United Kingdom (e.g. ALSPAC, Millennium) have adopted a
strategic approach to this area. The CLOSER project has embedded key
infrastructural supports including identifying resources, harmonising key measures,
facilitating and promoting the use of linked data, training and capacity building and
impact and public affairs across a number of longitudinal studies to maximise their
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potential. In Ireland, a small number of examples of data linkage projects using GUI
data were identified and both focused on key policy areas of relevance to this
country. The study by McGinnity et al. (2015) highlighted benefits arising from data
linkage in understanding the impact of non-parental childcare on cognitive
development while the study by Keane et al. (2015) identified the impact of proximity
to fast-food outlets on BMI. Other data linkage studies undertaken using data from
the Irish context including record linkage across educational records, HSE workforce
data and the TILDA longitudinal study.
There are many economic, methodological and informational benefits in linking
longitudinal and administrative data. The OECD (2019), for example, estimate that
data access and sharing can generate social and economic benefits worth between
0.1% and 0.5% of GDP. Methodologically, more efficient data collection, lower
participant burden, increased completeness of data, higher levels of accuracy and
reduced recall bias have all been identified. From an informational perspective
research that would not otherwise be possible can be conducted and there are
particular benefits in allowing for the study of subpopulations who are generally
inadequately covered by traditional data collection processes.
In the course of this review data linkage has contributed to an increased
understanding of healthcare costs related to children in the care of the State, children
who have experienced child protection services, health outcomes and
intergenerational behaviours. While the policy impact of any individual study is
challenging to isolate, it is clear from these examples that issues of direct relevance to
policy makers (including, for example, hard to reach populations and costs), can be
addressed through data linkage.
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4. Data access, sharing and consent
This section considers issues arising in data access and sharing and pays particular
attention to the requirements around consent for data linkage.

Culture of data sharing
Moran (2016) reported that the culture around data sharing in the health area in
Ireland is considered to be quite closed and concerns that researchers “hang on to
their data” and are unwilling to share with others were raised during the stakeholder
consultation that formed part of the Health Research Board project. Moran suggests
that this arises from issues outlined in Figure 12.
Figure 12. Reasons for not sharing data (Moran, 2016)

A lack of training
regarding the
preparation of
data for sharing

The amount of
time involved

A lack of a
requirement by
funders to share
data

Moran also highlighted challenges arising due to a lack of certainty about data
protection requirements and there were perceptions by some stakeholders that the
Office of the Data Protection Commissioners were unduly risk adverse. It was also
noted by Moran, however, that data protection could sometimes be “used as a
pretext to refuse access to data by those unwilling to share data” (p.93).
Foley (2017) identified strong support, in theory, for data linkage in a small survey
carried out with Irish researchers (n = 37; postdoctoral researchers (35%), mid-career
researchers (32%), others (33%)) drawn from the economic, social and behaviour and
medical sciences research areas. In practice, however, a number of challenges, similar
to those identified by Moran were highlighted. These included barriers to accessing
data from data custodians due to resource implications for data custodians, data not
being designed for sharing or for research purposes, and data quality issues.
International context
These concerns are replicated in other jurisdictions. In the United Kingdom, a review
of longitudinal study data and data linkage carried out by Davis-Kean et al. (2017)
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reported that progress on data linkage in England across statutory organisations has
been slow. They note that in addition to legal barriers there are perceptions of:
•

inconsistent access conditions including time delays and lack of transparency
around decision making regarding access;

•

a lack of transparency about the structures of the relevant administrative
databases and their quality;

•

inadequate resources within government departments to meet these requests
and;

•

complex and unclear legal framework for access.

A systemic review of literature of potential barriers to public health data sharing was
carried out by Van Panhuis et al. (2014). Their findings are based on information
contained in 14 peer-reviewed papers based on primary data, 20 papers that were
non-empirical and 21 non-peer reviewed papers. Twenty barriers were identified and
classified in six categories: technical, motivational, economic, political, legal and
ethical (Table 2). Although this systematic review was not focused exclusively on
access to data for linkage, it is likely that many of the same issues arise.
Table 2. Common barriers to data sharing

Category

Barrier

Technical

1. Data not collected
2. Data not preserved
3. Data not found
4. Language barrier
5. Restrictive data format
6. Technical solutions not available
7. Lack of metadata and standards
8. No incentives
9. Opportunity cost
10. Possible criticism
11. Disagreement on data use
12. Possible economic damage
13. Lack of resources
14. Lack of trust
15. Restrictive policies
16. Lack of guidelines
17. Ownership and copyright
18. Protection of privacy
19. Lack of proportionality
20. Lack of reciprocity

Motivational

Economic
Political

Legal
Ethical
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Access to data
In recent years there has been a substantial increase in Ireland in the availability of
data at aggregated level and this is evident in the universal access provided to
statistical databases by organisations such as the Central Statistics Office (CSO)
StatBank and data.gov.ie. The website, data.gov.ie, funded through the Department
of Public Expenditure and Reform currently provides access to 10,044 datasets from
113 publishers.
The CSO StatBank, which is the CSO’s main dissemination service for official
statistics, makes available data from the CSO’s statistical databases
(https://www.cso.ie/en/census/), CSO linked open data (e.g. linked data service for
the Census 2011 results), statistical databases from international organisations (e.g.
from Eurostat, European Central Bank, OECD) and other public sector databases (e.g.
Department of Housing, Planning and Local Government; Department of Education
and Skills; and the National Roads Authority).
While the increase in the availability of this type of data represents a more open data
culture, the aggregated nature of the information provided through these databases
means it cannot be used to facilitate data linkage.
Access to anonymised data
Anonymised datasets, including data from Growing Up in Ireland, are made available
to bone fide researchers through the Irish Social Science Data Archive in the form of
an anonymised microdata file (AMF). In this data file, the personal data are wholly
anonymised or de-identified and data cannot be linked to the subject. Other data of
this nature is also made available by organisations such as the Central Statistics Office
in Ireland who define an AMF file as one that;
contain[s] microdata that are provided for statistical/research purposes only in
such a form that the information related to an identifiable entity/person
cannot be directly (so, no direct identifiers) or indirectly (in many cases having
undergone additional anonymisation procedures such as "top-coding" e.g.
specific age re-coded to an age class) identified.
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As AMF are anonymised they have little to no use in data linkage. Moran (2016)
noted that researchers in Ireland generally did not have an issue with access to the
AMF in respect of GUI, and welcomed the development of CSO protocols around the
GUI study, which enabled the re-use of data. The AMF for GUI is available from the
Irish Social Science Data Archive (ISSDA) based at University College Dublin. The Irish
Qualitative Data Archive, based at National University Ireland, Maynooth (NUIM),
hosts anonymised qualitative data arising from the first wave of data collection for
both infant and nine-year old cohorts. Figure 13 provides additional information
about these archives as well as the Digital Repository of Ireland.
Figure 13. Data repositories in Ireland through which anonymised data can be accessed

Irish Social Science Data Archive (UCD) (www.ucd.ie/issda)
•The Irish Social Science Data Archive (ISSDA) is a centre for quantitative data
acquisition, preservation, and dissemination. Based at UCD Library, its mission is to
ensure wide access to quantitative datasets in the social sciences, and to advance the
promotion of international comparative studies of the Irish economy and Irish society.
ISSDA has a number of policies including ISSDA Data Protection Policy; ISSDA Data
Acquisition Protocol; and ISSDA File Format Policy. This archive hosts data from
Growing Up in Ireland.
•https://www.ucd.ie/issda/aboutus/policy/

Irish Qualitative Data Archive (NUI Maynooth)
•The Irish Qualitative Data Archive (IQDA) is a central access point for qualitative
social science data generated in or about Ireland. The archive frames the parameters
and standards for archiving qualitative data within the Irish research community. It
has developed guidance on Best Practice; Preparing your data for archiving; IQDA
Guide to Anonymising Qualitative Data; and IQDA Qualitative Data Anonymizer tool.
It also provides one-to-one and group training for staff in best practice for research
data management. This archive hosts data from Growing Up in Ireland.

Digital Repository of Ireland (www.dri.ie)
•The DRI preserves, curates, and provides sustained access to Ireland’s humanities and
social sciences data. It has developed guidance for users (User Manual), depositors
(Depositor Manual), developers (Developer Guide) and a range of how-to-videos. DRI
has staff members from a wide variety of backgrounds, including software engineers,
designers, digital archivists and librarians, data curators, digital imaging experts, policy
and requirements specialists, educators, programme and project managers, social
scientists and humanities scholars. DRI receives a core operating grant from the
Department of Education and Skills via the Higher Education Authority and the Irish
Research Council, as well as funding from competitive research grants, projects, and
philanthropic sources.
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Access to Research Microdata Files (RMFs)
In Ireland, data files held by the Central Statistics Office (CSO) that contain
information which may result in a risk of disclosure are referred to as Research
Microdata Files (RMFs). These are unit record files provided for statistical research
purposes by the Central Statistics Office (CSO) under Section 20(c) of the Statistics
Act, 1993. While RMFs do not contain direct identifiers, the risk of disclosure through
indirect identification may be significant. The processes for authorising access to
RMFs and for managing RMF research projects are therefore strictly controlled by
the CSO. The legal framework under which access to RMFs is granted is Section 20(c)
of the Statistics Act, 1993.
Officer of statistics
This section enables the Director General to appoint persons as Officers of Statistics
to perform for a specified period particular statistical analysis which may
necessitate access to data collected under this Act.

Access is granted for research purposes, subject to a strict application of Section
20(c). Under the Statistics Act, 1993 Section 34, the Director General of the CSO may
authorise a researcher to be an Officer of Statistics for a specified period to perform
particular statistical analysis on microdata collected under the Act. Every appointment
of an Officer of Statistics is:
•

personal to the named researcher;

•

for the specified statistical project only;

•

for access to specified RMF(s) only; and

•

time-bounded: all appointments specify an end-date on which access to the
specified RMF(s) will cease.

RMFs relating to GUI are available to bone fide researchers under these conditions
and any breach of these requirements is an offence under Section 38 of the Act and
may be subject to prosecution. Findings from the stakeholder consultation carried out
by Moran (2016) suggest that some existing requirements within protocols for
sharing were considered over-elaborate and in particular the CSO requirement to
work on RMFs on site. This protocol has since been updated since Moran’s
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consultation and the conditions of use of GUI RMFs now require that applicants only
work on the data on non-networked PCs in secure office locations. In 2019 the
process changed again, and now access to GUI and other CSO RMF data is via the
online data portal. All analyses are done within the portal, and outputs have to be
checked by the CSO and approved for release to users
Examples of international best practice in providing access to linked datasets
In some jurisdictions it is possible to access a dataset that has already been linked and
examples from the UK and New Zealand of where this has taken place are now
presented.
Millennium Cohort Study (MCS) linked datasets
The Millennium Cohort Study (MCS) is the fourth of Britain’s national longitudinal
birth cohort studies and it provides insights into trajectories/mobility over the life
course (e.g. in weight, poverty, education) for the population as a whole, and also into
how these movements vary across different subpopulations. It should be noted that
there is some overlap between variables included in the GUI and MCS. The MCS
provides detailed information on approximately 19,000 children born at the start of
the new century and their families, across the United Kingdom. Data collection took
place over the first 12 month period of the infant’s life and subsequent data
collection has taken place at ages 3, 5, 7, 11, 14 and 17. During the fourth (age 7)
sweep, the child’s parent/carer was asked for consent to link the child’s education
records to age 16 to their MCS survey data. The linked data available includes:
•

pupil level school census data;

•

school absence data;

•

key stage 1 data;

•

key Stage 2 exam data;

•

key Stage 2 pupil data;

•

key Stage 4 exam data;

•

key Stage 4 pupil data;

•

school characteristics data.

30

Scoping review of literature | Best international practices in linking administrative and longitudinal study data

This linked dataset has now been released for use by researchers and is accompanied
by a detailed document containing both metadata and paradata (Centre for
Longitudinal Studies, 2019). The purpose of the linkage is to allow researchers to
more accurately study how pupils born at the turn of this century have progressed
through school, including the factors associated with different academic trajectories
and attainment.
Secure data linkage between the MCS has also taken place in respect of health
records in Wales. At the MCS (2008) fourth sweep, household members with
“parental responsibility” for cohort member(s) gave permission for 1,880 of a total of
1,995 cohort members to have their health records accessed for the purpose of
linkage and subsequent research. Of these 1,880 cohort members, 1,879 were
successfully linked, and 1,307 (69.9% of consented cohort members, 65.4% of the
total cohort present in Wales at sweep 4) had Patient Episode Database for Wales
(PEDW) inpatient records successfully extracted, i.e. had inpatient health records
available to link. A detailed explanation of this process along with metadata and
paradata are available at the Centre for Longitudinal Studies (2017).
ALSPAC: The Project to Enhance ALSPAC through Record Linkage (PEARL)
The ALSPAC study known as Children of the 90s and formerly the Avon Longitudinal
Study of Pregnancy and Childhood, is a cohort study of children born in the former
county of Avon, England during 1991 and 1992. This project was funded by the
Wellcome Trust (£1.8m 2009-2018). It secured the legal basis for the project, and has
subsequently extracted ALSPAC index participants’ health and social administrative
records. The award also supported the development of ALSPACs linkage governance
structure, including the development of the ISO27001 accredited PEARL Data Safe
Haven 9 (http://www.bristol.ac.uk/population-health-sciences/research/groups/
pearl/), which includes ALSPACs UK Secure eResearch Platform (a secure research
environment developed by the MRC Wales Farr Institute).
Linkages already undertaken:
•

NHS Primary (GP) and Secondary Care (Hospital) records have been extracted
for a sub-set of the ALSPAC index children. These data are currently being
processed.
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•

ALSPAC have linked the index children to the Clinical Practice Research
Datalink (CPRD) database containing health records for a sub-sample of the
English population (this only includes about 5% of ALSPAC participants’ data).

•

Geo-spatial linkages. ALSPAC are able to link participants to residential
address across the life course. Linkages can be established to co-ordinates or
health, political and administrative geographies. The researchers can also link
participants to neighbourhood data including Indices of Multiple Deprivation
and environmental measuring data.

•

National Pupil Database (NPD) - including the “key stage” (attainment) results
for each ALSPAC study child (ages 7, 11, 14 and 16).

•

Pupil Level Annual School Census (PLASC) and Annual School Census (ASC).

•

NHS STORK data (midwifery database).

•

ALSPAC data also previously been provided with data relating to Cancer
Registry entries and death notification and cause of death from the Office of
National Statistics. The researchers now receive death notifications and cause
of death from NHS Digital and are currently examining how to re-establish
Cancer Registry entries via NHS Digital once available. There are restrictions
on how these data can be accessed and used.

The Integrated Data Infrastructure (IDI), New Zealand Statistics
On a larger scale, a wide range of data from administrative sets have been linked by
New Zealand Statistics to create the Integrated Data Infrastructure (IDI). The IDI is a
large research database that holds information about people and households that has
already been linked. The data comes from government agencies, Stats NZ surveys,
and non-government organisations (NGOs). There are eight broad categories of data
in the IDI:
•

Health data – one of the largest categories of data available for research in the
IDI. Health spans a wide range of datasets of cancer registrations, chronic
conditions, B4 school checks, pharmaceuticals, mental health and addiction,
laboratory claims, mortality, and more.

•

Education and training data – includes education levels from early childhood
education participation, through primary, secondary, tertiary, adult
competency assessments, and industry training.

•

Benefits and social services data –includes for example, data on benefits,
youth services, injury claims, student loans and allowances, and family start
supports.
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•

Justice data – includes microdata from corrections, Ministry of Justice, and
police records.

•

People and communities data – includes data from Auckland City mission and
transportation (drivers licences and motor vehicle registrations), as well as data
from the following surveys: immigration, New Zealand’s migrant surveys,
Longitudinal Immigration Survey of New Zealand, general social survey,
disability survey, and the Te Kupenga study on Māori well-being.

•

Population data – contains information on border movements, visa
applications, departure and arrival cards, as well as personal details such as
births, deaths, marriages, and civil unions.

•

Income and work data – includes microdata on tax and income, as well as
survey data on income (from New Zealand income survey); household labour
force (HLFS); family, income, and employment (SoFIE); and household
economics (HES).

•

Housing data – includes tenancy and social housing information.

Consent and assent
Sala et al. (2014) state that one of the main hurdles in realising the full potential of
linked survey and administrative data is the requirement, common to many countries,
that survey respondents give their informed consent. In carrying out research with
children, consent may be required from both parent and child (consent or assent). In
practice, when obtaining consent, individuals can consent for themselves or on behalf
of another (e.g. a legal guardian/parent). Where this takes place (and this is of
particular relevance to longitudinal studies of children), McMahon and Denaxas
(2019) note as the child matures and their autonomy increases, the extent to which a
legal guardian/parent can do this lessens. This is also highlighted in the ethics
guidance on research with children published by the Department of Children and
Youth Affairs (DCYA) (2012) where it is noted that informed consent places an onus
on the researcher to show that the necessary steps have been taken to ensure the
requisite information has been provided to develop an adequate understanding of the
research. It also highlights the recommendation of the US National Commission for
the Protection of Human Subjects (1977) where children over the age of 7 should be
asked for their assent to participate in research.

33

Scoping review of literature | Best international practices in linking administrative and longitudinal study data

Where medical and epidemiological research is carried out the ethical principles of
research on human subjects laid out in the Declaration of Helsinki (1964) pertain
(Brett and Deary, 2014; van Konijnenburg et al., 2015; Petrini, 2010). Under these
principles, participants must give voluntary consent after having been fully informed
of the purpose, methods and possible risks and benefits of the research study in
question. These principles are now a requirement under GDPR 1 and consequently are
universally relevant.
Approaches to consent
There are two broad approaches to consent (Public Health Research Data Forum,
2015) and these are presented in Figure 14.
Figure 14. Types of consent

Opt-in/opt-out consent

Implicit versus explicit consent

•Opt-out consent occurs when
participation is assumed unless the
subject chooses not to take part,
compared with opt-in consent where
there is no participation unless the
subject has explicitly agreed to take part
in the research.

•Explicit consent means that individuals
know specifically what is being done
with their data. Implicit implies broad
agreement to research being carried out.
Explicit consent is assumed to be the
gold standard.

In practice, explicit consent can be difficult to achieve because of the following
reasons:
•

The amount of participant information that is required may be substantial. This
was investigated by Nathe & Krackow (2019) who found that the average
length of the consent forms has increased 10-fold from 1987 to 2010. They
further reported that patient understanding was shown to be inversely related
to the number of pages.

•

There is a need for the participant to read the document very thoroughly so
that it does not become a box ticking exercise.

•

The data may be restricted to a very specific piece of research.

1

GDPR is an EU-wide data protection framework that came into force in May 2018. The framework, and its
accompanying Directive, create a higher standard of data protection for individuals across the EU. See:
https://www.citizensinformation.ie/en/government_in_ireland/data_protection/overview_of_general_data_protec
tion_regulation.html
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McMahon and Denaxas (2019) undertook a qualitative systematic review of consent
forms (including people, composition and flow of information, personal records and
additional information such as leaflets) used in a number of longitudinal studies with a
substantial health record linkage component (including the child cohort studies –
ASLPAC, Born in Bradford and the Millenium Cohort Study). The authors (p.185)
concluded that:
1. While obtaining informed consent from patients and participants is an
important aspect of health research studies, no common standardised
approach for capturing and recording consent elements for health research
currently exists.
2. A qualitative review of 30 consent forms from the existing longitudinal
health research studies illustrated significant variation in terms of the type
and manner of the information collected during the consent process.
3. The lack of systematic and standardised approaches to recording
consent leads to significant delays in undertaking longitudinal health
research studies, limits their secondary use by other researchers, and
makes the linkage of multiple datasets challenging.
4. Standardised metadata models (e.g. using the Dublin Core Metadata
Model) 2 for capturing and recording consent across research studies can
address some of these challenges and enable scientists to link disparate
health datasets for research. Additionally, they can pave the way for
streamlining the consent process and developing software applications to
automate the process

Additional challenges in achieving consent for data linkage
While the Public Health Research Data Forum (2015; p19) note that a person
consenting for his or her confidential data to be linked and analysed is referred to as
“the gold standard gateway”, as it provides both an ethical and legal framework for
managing and using data, it also highlights the problematic nature of achieving this.
Specific challenges identified are:
2 The original "Dublin Core Metadata Element Set" of fifteen elements, originally designed in the late 1990s to
support the generic interoperability of resource descriptions across languages and disciplines, was first published
as an ISO standard in 2003 and remains available today in a recently updated version as ISO 15836 Part 1 (ISO
15836-1:2017). See: www.dublincore.org

35

Scoping review of literature | Best international practices in linking administrative and longitudinal study data

•

it may be difficult or impractical to contact the subject;

•

consent may lead to biased samples if those giving consent differ from those
refusing it;

•

use of data may identify family members, for example in DNA samples;

•

gaining consent may be undesirable as it breaches confidentiality (for example,
by revealing selection criteria) (p19).

In a systematic review on 11 studies relating to data linkage of adult records, for
example, da Silva et al. (2012) found that the consent proportion varied widely from
39% to 97%. Al Baghal (2016) focused on consent for data linkage across three
waves of the UK Millennium Cohort Study and reported that most respondents (i.e.
76.5%) behave consistently over time in either giving or not giving consent.
A number of authors have noted challenges arising in longitudinal studies due to the
potential introduction of bias through a reduction in sample size if only individuals
who consent are included. This, it is argued, compounds the selection biases that
arise in the recruitment of participants to the original study (The Public Health
Research Data Forum, 2015). Differences in those who provide consent compared
with those who do not have also been identified by several authors (Brett and Deary,
2014; Foley, Graves et al., 2019; Foley, 2017). Key findings from Al Baghal’s study in
respect of consent include:

•

lower levels of consent across ethnic minorities and those of higher
socioeconomic status

•

left-leaning political party supporters are more likely to provide
consent

•

those with higher levels of trust in strangers are more likely to provide
consent

•

the survey environment and interviewer behaviours including higher
levels of interviewer-rapport

Practical issues arising in achieving consent for data linkage in longitudinal studies are
presented in Figure 15.
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Figure 15. Practical issues in seeking consent for data linkage projects using longitudinal data

There may be the difficulty of contacting the individual
who has moved away
•For example, if the individual has died, consent is clearly impossible but data
protection laws might still pertain to the use of that data (for example, it might affect
other members of the family).

The scale of gaining consent may be impossible
•Sending out many thousands of consent forms may make the costs of the project
unworkable.

Gaining consent may be undesirable as it breaches
confidentiality
•All of the UK census-based longitudinal studies use sampling mechanisms based upon
birth dates. Contacting an individual for consent reveals that that person is a
candidate for inclusion, and so his or her birth date increases the likelihood of
identification of others. As another example, consent to release DNA information
might lead to the (unconsented) release of DNA information of close relatives.

Consent may lead to biased samples
•Studies on the propensity to give consent to link tend to show that there is a
difference between those agreeing to the linking and those disagreeing. This does not
necessarily bias analysis but it gives cause for concern.

Even if consent to use data is given, this may still result in
biased samples
•For example, it is straightforward to show in principle that in cases of terminal illness
the delay caused by waiting to gain consent can bias outcomes.

Power differential between interviewer and interviewee
•It is also noted that there can be a power differential between the interviewer and
interviewee.

Giving consent is not an objective decision
•The decision to give consent is very likely to be influenced by the surroundings, the
interviewer, and the way the question is phrased.
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Participants’ views on consent for data linkage
An Australian study of lay people’s views on the acceptability of conducting data
linkage research without obtaining consent was carried out by Xafis (2015). The
findings suggest that while lay people have concerns about privacy, they also have
the capacity to understand the processes sufficiently well in order to consider ethical
issues associated with consent preferences. This author suggested that while privacy
protection remained an important consideration for most participants, adequate
protection measures adopted in best practice data linkage were viewed by most as
protection enough for data linkage to proceed without specific individual consent.
Similar type findings were also identified in a study on public attitudes to data
integration for statistical purposes. Research with lay people carried out by Opus
International Consultants (2015) on behalf of Statistics New Zealand reported the
following findings:
•

participants generally expected information provided to government
departments to be shared with other government departments, and that this
would be automatically and electronically conducted;

•

people appeared to gauge acceptability primarily on the need for the
information i.e. how the data would be used and by whom;

•

people were interested in the value of data integration, whether the benefits
would outweigh the costs and risks, and how privacy and other risks might be
mitigated;

•

people felt that integrated data systems could be more reliable, current, and
accurate than those currently used, and could result in more informed, fair,
efficient, and effective decision-making and service provision.

Children and young people’s views on data linkage consent in the ALSPAC study
Audrey et al. (2016) conducted interviews with young people aged 17-18 years
enrolled on the ALSPAC study on consent for data linkage. Their main findings are
presented in Figure 16.
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Figure 16. Children’s views on key areas of consent

Influences
•Social sensitivity of the
research question.
•Possibility of tangible
health benefits in the
public interest.

Anonymisation
•Uncertainty about the
effectiveness of
anonymisation.
•Did not always view
effective anonymisation
as making consent
unnecessary (due to
notions of ownership of
personal information
and etiquette around
asking permission for
secondary use).

Consent process
•Participants tended to
equate consent with
‘opt-in’ consent through
which participants are
‘asked’ if their data can
be used for a specific
study.
•Participants raising
similar concerns came
to differing conclusions
about whether consent
was needed.
•Views changed when
presented with
different scenarios, and
were sometimes
inconsistent.

The authors suggest that findings from this study question the validity of “informed
consent” as a cornerstone of good governance, and the extent to which potential
research participants understand different types of consent and what they are
consenting to, or not consenting to.
In terms of consent, the ALSPAC study notes that access to linked data is frequently
subject to participant consent status and participants are free, at any time, to
withdraw from the study, or withdraw their consent from linking to third-party data.
It notes, however, that once the linked data in an anonymised aggregate form is
released, it is acceptable that researchers can retain the data for the duration of the
research investigation, regardless of consent change. However, if additional data are
requested these will be filtered on current consent status which may result in a
different sample size. Further information on access to ALSPAC study data is
available in a recently updated policy (ALSPAC, 2020).
ALSPAC study: Opt-out consent
It is of note that the approach adopted to the use of records from ALSPAC to link
with records from health, education, benefits, police and environment records is opt-
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out consent. Additional information on how this was approached and the wording
used is available in the following documents:

Access further information from: http://www.bristol.ac.uk/alspac/participants/usingyour-records/
The information provided to participants in the publication ‘Be part of something
special’ 3 notes that:
In circumstances where research is in the public interest and based on the
advice of a committee of experts, the Secretary of State for Health may allow
researchers to access information in health records without patient consent.
The Secretary of State has granted this permission to Children of the 90s
providing we have told you we intend to use your information in this way but
you have not objected to this (p.15).

In respect of health data, the ALSPAC study team identify the following benefits
from not having to seek consent from each participant for the use of their data:
1. The greatest scientific benefit will occur if as many records as possible can
be linked.
2. ALSPAC has developed new technology which protects the confidentiality
and security of the information
3. The NHS uses this approach to improve healthcare and services through
research and planning, so we aim to take this approach.
3

http://www.bristol.ac.uk/media-library/sites/alspac/documents/pearl/CO90S_linkage_detailed.pdf
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A number of assurances are given to participants about how their data will be
accessed, stored and used. This is the current position in respect of record linkage for
ALSPAC participants.
A data linkage study focused on child abuse and neglect that did not seek consent
van Konijnenburg et al. (2015) report on a study on data linkage with a focus on child
abuse and neglect where informed consent was not requested on the basis that it
would result in a significant non-response bias due to the inclusion only of families
who were willing to participate. The authors noted that at that time, Dutch law
allowed consent to be dropped if:
•

the research project serves a public interest;

•

the project could not be carried out without the requested data;

•

the stored data are well secured through encoding;

•

the data subject is informed about the possible use of his/her data for research
and has not explicitly opposed this.

Several safeguards were put in place to ensure the privacy of the research
participants:
•

The researcher was required to sign a confidentiality agreement.

•

Information about the possibility that patient data could be used for medical
research in general was included in a general statement in the hospital leaflet
or on the hospital website.

•

Only the main researcher had access to personal data and no information was
handed over to other parties. The authors noted, however, that the
disadvantage of having the researcher searching in databases of other parties
is that the researcher could look up extra, non-relevant, information of study
subjects or other persons, thus violating the privacy of these persons.

•

Another safeguard was the immediate coding of personal information by a
trusted third party (based in a different department of [the] institution) which
ensured all personal data were stored separately from the research data. The
authors noted that it would have been preferable to use a completely
independent trusted third party as a linkage centre but this was not financially
feasible. If this were to be considered today GPDR would have to be taken
into vis-a-vis the use of a third party.
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Summary data access, sharing and consent
This section considered issues arising in respect of access, sharing and consent to
data linkage. It has been suggested that while there is strong support for data linkage,
particularly among researchers, the culture around data sharing especially in the area
of health, is considered to be “quite closed”. Reasons given for this include a lack of
training regarding the preparation of data, the amount of time involved and a lack of a
requirement by most funders to share data.
In recent years in Ireland there has been a substantial increase in the availability of
data at aggregated level (e.g. through the CSO Statbank and data.gov.ie). There has
also been an increase in the availability of anonymised data through structures such
as the Irish Social Science Data Archive and the Irish Qualitative Data Archive, both
of which host data from GUI. Data linkage, however, requires access to nonanonymised data because of the need for identifiable information to facilitate record
linkage. In respect of data from GUI, access to a researcher micro file (RMF) is
provided (subject to a number of conditions, including being appointed as an Officer
of Statistics and a requirement to work on RMF files on site) through the CSO.
Findings from a stakeholder consultation by Moran (2016) suggest that the existing
CSO requirements for access to GUI were considered by researchers to be overlyelaborate.
Internationally, particularly in the UK, researchers can access a dataset that has
already incorporated linked records. The Millennium Cohort Study, for example,
provides access to a data file that comprises longitudinal survey data on children
matched with the child’s education records and also data files that include healthcare
records. The ALSPAC study has been in the process of creating linked longitudinal
survey data on children with a range of administrative databases (e.g. primary and
secondary health care records, geo-spatial data, education data and mortality data) in
a programme funded by the Wellcome Trust entitled PEARL. Statistics New Zealand
hosts “The Integrated Data Infrastructure” which comprises linked administrative data
about people and households in respect of health, education, social services, justice,
community, population, income and housing data.
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In addition to custodians, individuals whose records are included in the data also have
rights around consent (and assent for children), to the use of their data. A right to
consent to data use is included under the GDPR, and additional rights under this
regulation are presented in greater detail in the next section. While explicit opt-in
consent is considered the gold standard in this area, in practice this can be difficult to
achieve for a range of reasons not least because of the amount of information
required and the need to ensure agreement does not become a box ticking exercise.
There is no standardised approach to achieving consent and this has been identified
as a significant impediment to data linkage. The challenges are amplified in respect of
health data and in longitudinal studies. In longitudinal studies, there may be difficulty
in contacting an individual who has moved away from their original location, the scale
of gaining consent may be impossible, gaining consent in itself may be undesirable as
it breaches confidentiality, consent may lead to biased samples although even if
consent is given it may still lead to a biased sample. Finally, as noted earlier, giving
consent is not an objective exercise and consequently, it can create significant
challenges.
Research has been carried out with participants on their views on consent for data
linkage and the findings suggest that while informed consent is recognised as a
cornerstone of good practice in the area and privacy protections are an important
consideration for data linkage, adequate measures adopted in best practice data
linkage were also viewed as sufficient by some at least. Consent for data linkage has
also been explored with children and young people included in the ALSPAC study,
and the findings call into question the validity of “informed consent” due to influences
(e.g. social sensitivity of the research question, possibility of tangible health benefits),
uncertainty and effective anonymisation and the consent process. There is a
legislative basis, based on the authority of the Secretary for State, for the data linkage
in respect of the ALSPAC study and a process of opt-out consent is applied. In
general, however, informed opt-in consent is expected where personal data is being
used.
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5. Governance in data linkage
While all research requires a governance structure, there are additional issues arising
in respect of data linkage and these form the focus of this section. Key issues arising
relate to identifying and managing infrastructural challenges; privacy and
confidentiality with a particular consideration of the EU General Data Protection
Regulation (GDPR); the separation principle including the need for trusted third
party/safe haven in data linkage and guidance and protocols available.

Introduction
A strong governance structure is required for each of the stakeholders involved in the
data linkage process (i.e. data custodians, researchers and those carrying out the
record linkage). Such a structure requires consideration of the organisational bodies
involved, the rules (policies, standards, guidelines, business rules), decision rights (how
we “decide how to decide”), and accountabilities and enforcement methods for
people and information systems as they perform information-related processes. A
substantial body of work has been undertaken in this area, particularly in respect of
health data and the OECD (2015) note that:
A data governance framework with mechanisms and best practices to protect
health data privacy at all stages of data development and use is the best way
forward to create an environment within which the benefits of safe data use
can be realised.

Harron et al. (2017a) identify three broad areas that need to be structured and
governed appropriately in respect of data linkage and these are the physical or virtual
setting, data access approvals and researcher requirements (Fig. 17).
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Figure 17. Considerations for safe data linkage environments

Physical or
virtual setting
•Secure setting
established for the
processing and linkage
of personal or
potentially identifiable
data
•Tight disclosure control
procedures
•Protection against
outsider attacks or
coercion
•Tangible reassurance on
data security to the
public

Data access
approvals
•Legal basis for data
access
•Appropriate security
arrangements
•Data used only for a
specified purpose, kept
only for a specified
length of time and are
not further disclosed
•The requesting
institution has
appropriate credentials

Researcher
requirements
•Use of data by
researchers for bona
fide purposes only
•Researchers should
receive regular training
in information
governance
•Legal sanctions are in
place where data are
used inappropriately or
without due care

•The ethics of the
proposed study have
been properly
scrutinised

Too & Weaver (2014; p.15) suggest that the art of good governance is striking the
right balance between
restrictive processes to prevent malfeasance and allowing management the
freedom to support effective growth and innovation thus facilitating the
achievement of the strategic goals of the organisations” (Too & Weaver, 2014,
p.15).

Achieving this balance can be difficult and while the benefits of data linkage are large,
this activity is inherently risky due to the use of personal data (Boyd, 2007). It has
also been suggested that there is a need to change the tone of the debate from an
assumption that
nothing can be released unless it is explicitly allowed, to a position where all
data can potentially be used unless it can be shown to be unlawful, unethical,
or unachievable in a manner which protects confidentiality” (Public Health
Research Data Forum, 2015, p.5).

A number of infrastructural barriers to data linkage have been identified in the
literature and these are now considered.
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Infrastructural barriers to data linkage
A report commissioned by the Wellcome Trust (Public Health Research Data Forum, 2015,
p.60) identified a number of infrastructural barriers to enabling data linkage, including:
•

legal limits;

•

custom and procedure;

•

organisational culture;

•

trust in government institutions;

•

poor communication/relationships between data holding agencies;

•

lack of incentives to improve data access;

•

lack of effective champions.

Similar type issues were also identified by Moran (2016) in Ireland particularly in
achieving authorisation for data linkage from multiple stakeholders. Key issues are
presented in Figure 18.
Figure 18. Infrastructural barriers to data linkage for Irish stakeholders
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These challenges can lead to very significant delays in the authorisation process. One
study carried out in the United Kingdom, for example, took four years (from 2011–
2014) to negotiate authorisation and access (Downs et al., 2019) (Fig. 19).
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Figure 19. Example of time delays in authorisations and access to data

Source: Downs, J.M., Ford, T., Stewart, R., Epstein, S., Shetty, H., Little, R., Jewell, A., Broadbent, M., Deighton, J.,
Mostafa, T. and Gilbert, R., 2019. An approach to linking education, social care and electronic health records for
children and young people in South London: a linkage study of child and adolescent mental health service data. BMJ
open, 9(1), p.e024355.

Infrastructural challenges are particularly acute in the area of health data and this is
reflected in the recently adopted OECD (2019) “The Recommendation on Health
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Data Governance” which was based on the proposal of the Health Committee and
Committee on Digital Economy Policy. This recommendation explicitly acknowledges
that many OECD members lack a coordinated public policy framework to guide
health data use and sharing practices, so as to protect privacy, enable efficiencies,
promote quality and foster innovative research.
Principled, proportionate governance approach
Arising from the issues raised above, the last 10 years has seen a significant growth in
the legal and technical frameworks around the management of confidential research
data. Effective data linkage environments protect confidentiality while at the same
time facilitating research use of personal data. In Ireland, the Health Information and
Quality Authority (HIQA) guidelines relating to data linkage in the area of health
research highlight that formalised arrangements are essential for information
governance which allow for accountability, decision making and risk management.
Drawing on the work of (Sethi and Laurie, 2013) which describes the ScottisH
Informatics Programme (SHIP) which has been in place for more than 30 years,
Moran (2016, p.40) suggests that an optimal governance structure for data linkage in
Ireland can be achieved through adopting a principled, proportionate governance
approach. This approach uses properly trained and suitably appointed authorising
entities, who adjudicate on data sharing and linkage proposals with reference to
regulatory requirements, and deals with the “spaces in between legal provisions”.
According to Laurie and Sethi (2011), the following understandings of key terms
apply:
•

Optimal governance includes “focusing on the organisation’s purpose and on
outcomes for citizens and service users; performing effectively in clearly
defined functions and roles; promoting values for the whole organisation and
demonstrating the values of good governance through behaviour; taking
informed, transparent decisions and managing risk; developing the capacity
and capability of the governing body to be effective and engaging stakeholders
and making accountability real”.

•

Proportionate governance is one which establishes and operates mechanisms
that, in its procedures and invasiveness, is relative to the risks and benefits
which data linkage can bring.
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The elements of a principled, proportionate governance model include:
•

Guiding principles and best practice;

•

Safe, effective and proportionate governance;

•

An articulation of the roles and responsibilities of data controllers and data
processors;

•

The development of a research (and stakeholder) training programme,
including vetting procedures prior to data sharing.

National and international best practice in respect of these issues are now
considered.
Best practice: Proposal for the DASSL model for health research in Ireland
In response to issues arising, Moran (2016) presented a model to support data access,
storing, sharing and linkage model (DASSL) which comprises seven main elements
designed to facilitate the conduct of research as follows:
1.

A governance structure which requires compliance with legislation and
proportionality when weighing up public benefits with the protection of privacy
and other interests of citizens using a principled, proportionate governance
approach. Within this governance structure, Moran suggests that discussions
need to take place in respect of the establishment and/or harmonisation of three
structures as follows:
•

An information governance review panel which is loosely modeled on the
Scottish Public Benefits and Privacy Panel for Health and Social Care whose
role is to balance safeguarding privacy with fiduciary duty to make the best
use of health and social care data collection. Their role is at a strategic level
ensuring that issues relating to data access, sharing and linkage can be
promoted, facilitated and developed.

•

Research ethics committees (RECs) whose role is to maintain ethical
standards of practice in research, and to protect the rights and interests of
human subjects. Moran notes that following discussions with relevant
stakeholders including the office of the data protection commissioner and
research ethics committees, an agreed memorandum of understanding is used
to frame the work of the RECs and Public Benefits and Privacy Panel thus
ensuring a consistent approach.

•

Project approvals board which would consider operational issues including the
feasibility, practicality and resource implications of proposals and would assess
and adjudicate on compliance with standing operating procedures.
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2.

Health research data hub (HRDH) which would, with the agreement of data
custodians, provide or facilitate safe access to protected (e.g. via third party
service and data protection techniques) routinely collected health data, registry
data and other research data files, in accordance with agreed governance
arrangements.

3.

Third party and data linkage service which would involve a team or unit within
the Research Data Hub (HRDH), which would facilitate research by integrating
and linking datasets that hold personal information. The RDT would use a
(possibly separate) third party data service which employs advanced
anonymisation and encryption to prevent re-identification of individuals. Thus,
protected linked data would be made available to researchers.

4.

A safe setting/haven which is a “locked-down” environment designed to allow
researchers to process sensitive data safely, and that could be hosted at the
HRDH.

5.

A research support unit (RSU), similar to that already available in jurisdictions
such as Northern Ireland, Scotland and France, for data sharing, would provide
assistance to researchers in relation to data access and linkage aspects of the
research process, thus maximising efficiencies and minimising delays.

6.

Output checking and disclosure control which involves checking the output of
data by highly trained statisticians with expertise in disclosure control, so as to
ensure that individuals or entities cannot be identified.

7.

Public engagement would involve ongoing education, consultation and
engagement with the public, in relation to the development and operation of a
research data trust, inter alia including the representation of the general public on
structures and committees, as appropriate.

DASSL proposal for the Irish context
In response to the identification of a need to provide safe and secure access to data
to support health research, the DASSL model has been proposed for the Irish context
(Fig. 20). This model incorporates a proposal for a research data hub which would
liaise with data custodians to gather data and make data available to users. Moran
(2016) notes that in the case of identifiable data, the data hub would use the services
of a trusted third party to anonymise data and perform disclosure control on either a
project by project basis where data are not held centrally or in a centralised
(warehousing) type solution. Other issues arising in respect of privacy and
confidentiality are considered in the next section.
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This model is currently undergoing a proof of concept for technical infrastructure to
inform a national solution of the safe and controlled access, storage, sharing and
linkage of research data and routinely collected health and social care datasets. The
proof of concept will also consider other aspects of data sensitivity, data
heterogeneity, legal and ethical issues, data quality, use of standards for importing
and exporting data, and semantic interoperability.
Figure 20. DASSL model
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Privacy and confidentiality
Many of the issues to be addressed in data linkage are rooted in the need to protect
personal data. While a comprehensive review of the legal literature in respect of data
linkage is beyond the scope of this report, an overview of key issues arising,
particularly in respect of the GDPR, is now considered.
The right to privacy is enshrined in the Irish Constitution by Article 40.3.1 which
implies a right to privacy through the protection of personal rights. This right is
reflected in the considerable national and international legislation and regulation.
HIQA (2013), for example, identified 12 different pieces of legislation in respect of
health research data (while noting that this was not intended to be a definitive list).
As noted earlier, the Statistics Act (1993) is of particular relevance to this review as it
provides the Central Statistics Office with a comprehensive mandate for compiling
official statistics, and sets out strong safeguards for the independence of official
statistics as well as the protection of confidential data. This legislation also provides
for legal penalties for individuals who do not adhere to the requirements set out.
The EU General Data Protection Regulation (GDPR)
Data protection requirements in Ireland are underpinned and informed by the EU
General Data Protection Regulation 2016/6793 (hereafter the “GDPR” or
“Regulation”) which came into force in May 2018. This regulation was established in
an attempt to approximate and harmonise data protection laws across member
states, and introduced a number of procedures that impact directly on research
practice including:
•

A requirement to have a dedicated Data Protection Officer in organisations
that process data (Articles 37, 28, 29)

•

A legal requirement for completing Data Protection Impact Assessments
(DPIA) (Article 35)

•

A requirement to consult the Data Protection Commissioner where a DPIA
identifies any potential high risks for data subjects, regardless of whether or
not the proposed measures would mitigate these risks.

A Guidance Note on the legal bases for processing personal data published by the
Data Protection Commission (2019) notes that Section 42 of the 2018 Act sets out
further rules regarding processing personal data for archiving purposes in the public
interest, scientific or historical research purposes or statistical purposes, in
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accordance with Article 89 GDPR. It states that where those purposes can be fulfilled
by processing which does not permit, or no longer permits, identification of the
individual data subjects, the processing of information for such purposes should be
done in that manner.
Foley (2017) found limited knowledge among researchers about GDPR requirements.
Others have suggested that there is confusion about the GDPR and in the Public
Health Research Data Forum (2015) report conducted on behalf of the Wellcome
Trust states that:
The law itself does not provide a barrier to the sharing of personal data.
However, the complexity of the law, amplified by a plethora of guidance,
leaves those who may wish to share data in a fog of confusion. (Foreword,
para 4).

CSO and GDPR
The CSO notes that the GDPR recognises the special position of National Statistical
Authorities, of which the CSO is a member. According to the CSO, Recital 163 states:
The confidential information which the Union and national statistical
authorities collect for the production of official European and official national
statistics should be protected. European statistics should be developed,
produced and disseminated in accordance with the statistical principles as set
out in Article 338(2) TFEU, while national statistics should also comply with
Member State law. Regulation (EC) No 223/2009 of the European Parliament
and of the Council (2) provides further specifications on statistical
confidentiality for European statistics.

The CSO highlights its full adherence to this code of confidentiality stating that the
use of information is for statistical purposes only, as required by Section 32 of the
Statistics Act. This reflects the requirement set out in the GDPR that data be used
only for specified explicit and legitimate purposes.
Principles of GDPR
Article 5 of the GDPR sets out key principles which lie at the heart of the general
data protection regime (Data Protection Commission, 2020) and these principles are
presented in Figure 21.
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Figure 21. Principles underpinning GDPR

Lawfulness, Fairness, and Transparency
•Any processing of personal data should be lawful and fair. It should be transparent to
individuals that personal data concerning them are collected, used, consulted, or otherwise
processed and to what extent the personal data are or will be processed. The principle of
transparency requires that any information and communication relating to the processing of
those personal data be easily accessible and easy to understand, and that clear and plain
language be used.

Purpose Limitation
•Personal data should only be collected for specified, explicit, and legitimate purposes and not
further processed in a manner that is incompatible with those purposes. In particular, the
specific purposes for which personal data are processed should be explicit and legitimate and
determined at the time of the collection of the personal data. However, further processing for
archiving purposes in the public interest, scientific, or historical research purposes or statistical
purposes (in accordance with Article 89(1) GDPR) is not considered to be incompatible with the
initial purposes.

Data Minimisation
•Processing of personal data must be adequate, relevant, and limited to what is necessary in
relation to the purposes for which they are processed. Personal data should be processed only
if the purpose of the processing could not reasonably be fulfilled by other means. This requires,
in particular, ensuring that the period for which the personal data are stored is limited to a strict
minimum (see also the principle of ‘Storage Limitation’ below).

Accuracy
•Controllers must ensure that personal data are accurate and, where necessary, kept up to date;
taking every reasonable step to ensure that personal data that are inaccurate, having regard to
the purposes for which they are processed, are erased or rectified without delay. In particular,
controllers should accurately record information they collect or receive and the source of that
information.

Storage Limitation
•Personal data should only be kept in a form which permits identification of data subjects for as
long as is necessary for the purposes for which the personal data are processed. In order to
ensure that the personal data are not kept longer than necessary, time limits should be
established by the controller for erasure or for a periodic review.

Integrity and Confidentiality
•Personal data should be processed in a manner that ensures appropriate security and
confidentiality of the personal data, including protection against unauthorised or unlawful
access to or use of personal data and the equipment used for the processing and against
accidental loss, destruction or damage, using appropriate technical or organisational measures.

Accountability
•Finally, the controller is responsible for, and must be able to demonstrate, their compliance

with all of the above-named Principles of Data Protection. Controllers must take responsibility
for their processing of personal data and how they comply with the GDPR, and be able to
demonstrate (through appropriate records and measures) their compliance, in particular to the
Data Protection Commissioner.
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Impact of GDPR on data linkage
There are differing views on whether the GDPR makes the use of data for research
purposes easier or more difficult (Mattoo and Meltzer, 2018, Panagiotopoulos, 2018).
In a review of the GDPR, as it applies to health research and data linkage, carried out
on behalf of the Farr Institute, Panagiotopoulos (2018) suggests it addresses the
tensions between the free flow of data and the control of individuals over their
personal information from the perspective of fundamental rights, while taking into
account the actual and prospective needs and risks in the data-driven research
projects. The author suggests that the GDPR provides for an extensive exception
from purpose limitation in data processing for research purposes under Article 5(1)(b)
and enables any data processing in this regard under the two cumulative
requirements (Fig. 22).
Figure 22. Requirements for exception from purpose limitation in data processing for research
purposes

1. The data processing is carried
out solely for further processing
for archiving purposes in the
public interest, scientific or
historical research purposes or
statistical

2. Appropriate safeguards apply in
accordance with article 89(1)

Mattoo and Meltzer (2018), however, argue that the GDPR widens the scope of data
protection and strengthens the enforcement of privacy standards, thus making data
linkage more problematic, particularly in the context of international data flows.
Additional challenges are also highlighted by Thiarai et al. (2019) who note that
changes to EU law following the introduction of GDPR have provided for a higher
standard for consent, which must be unambiguous, involve clear affirmative action
and be able to be withdrawn at any time, compared to previous legislation. In terms
of data linkage, it is argued that processing data for research purposes is a distinct
processing operation, separate from the original purpose for which the data was
collected, and so the relevant obligations would apply.
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Pseudonymisation
Article 4(5) GDPR introduces a new concept into law of “pseudonymisation” which
refers to:
The processing of personal data in such a way that the personal data can no
longer be attributed to a data subject, without additional information. The
additional information must be kept physically separate and is subject to
technical and organisational security measures to ensure that the personal
data is not attributed to an identified or identifiable natural person.

This pseudonymisation, according to Panagiotopoulos (2018), helps to meet a number
of requirements for data linkage under different articles (Fig. 23).
Figure 23. Impact of pseudonymisation on data linkage
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and data subjects’ rights
(art. 11, 89(2))
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6. Enables the data processing for
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It is noted that data linkage in respect of the GUI pathfinder project will adhere to the
CSO protocol for linking and integrating data holdings for statistical purposes and the
data linkage will be carried out on pseudonymised datasets.
Privacy impact assessments (PIA)
According to the UK Information Commissioner Office (ICO) (2014):
A Privacy impact assessment is a process which helps an organisation to
identify and reduce the privacy risks of a project” (p.5).
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The ICO note that these risks can be applicable to both the individuals affected and
also to the organisation (including, for example, the financial and reputational impact
of a data breach). Preliminary guidance issued by the ICO (2014) has been updated to
take account of the GDPR where the relevant provisions in the GDPR are Articles
35(11), 36(1) and 39(1)(c) and Recital 84. This guidance sets out a clear process for
carrying out a data privacy impact assessment (ICO, 2019) (Fig. 24).
Figure 24. Process for conducting a data privacy impact assessment
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Some consideration has been given to the Irish situation by Foley (2017) who notes
that knowledge about PIAs is particularly low among researchers. Carrying out a PIA,
however, will become an essential part of any data linkage projects where data
custodians (e.g. administrative data custodians and survey data custodians) qualify as
data controllers. There is a responsibility on both parties that an appropriate PIA has
been conducted in advance of any processing (p.68).
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The separation principle
One approach to dealing with the issues arising from a requirement to protect
personal data is through the separation principle and this has been highlighted in the
DASSL proposal set out by the Health Research Board (HRB). According to Australian
Government National Statistical Service (2020):
The separation principle is a mechanism to protect the identities of individuals
and organisations in datasets and it means that no one working with the data
can view both the linking (identifying) information (e.g. name, address, date of
birth) together with the merged analysis (content) data (such as clinical
information, benefit details or company profits) in an integrated dataset.

This approach aims to protect privacy by restricting access to personal identifying
information and it was developed to address privacy concerns and enable data
custodians to retain control over access to information in their care. This protocol is
now referred to as “best practice protocol” and is used widely by a number of data
linkage centres around the world.
There are three main stakeholders involved in implementing the separation principle
(Fig. 25).
Figure 25. Main stakeholders involved in implementation of the separation principle
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Trusted third party/safe haven
There are many examples of data linkage units and these are often referred to as a
“trusted third party” or “safe haven” internationally. In jurisdictions such as Australia,
Canada, Scotland, England and Wales, there have been secure systems third party
data linkage structures in place for several years (Jones et al., 2014). More recently
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developed units in the United Kingdom that operate as a trusted third party for data
linkage include, for example, the Farr Health Informatics Research Institute, the
Centre for the Improvement of Population Health through E-records Research
(CIPHER) and the CLOSER programme which focuses exclusively on linkage between
administrative and longitudinal study data. This is also the case with the ALSPAC
Data Linkage Safe Haven which has a demarcated team and working environment
(both physical and IT server space) for linking data from the ALSPAC study. Safe
Haven staff manage the linkages and pseudonymise all incoming identifiable data.
More detailed information is now provided in respect of a small number of examples.
International best practice: Office for National Statistics Secure Research Service (SRS)
The Office for National Statistics Secure Research Service (SRS) gives ‘accredited’ or
‘approved researchers’ secure access to de-identified, unpublished data in order to
work on research projects for the public good. The ONS has been accredited as a
Digital Economy Act (DEA) 2017 processor by the UK Statistics Authority for the
preparation and provision of data for research purposes.
The SRS provides a safe setting, as part of the Five Safes Framework to protect data
confidentiality. Most datasets are available to access through remote access to the
SRS. In some instances, the data can only be accessed from an approved safe setting.
Some organisations have arranged direct connectivity to the SRS so that researchers
working for that organisation may connect remotely. The Assured Organisational
Connectivity (AOC) scheme has been created for organisations to access the SRS
from their own premises. These can include government departments or other public
bodies, academic institutions, or third sector or commercial organisations operating
within the research community.
International best practice: Secure Anonymous Information Linkage (SAIL) Gateway
The SAIL gateway and databank has been identified as a best practice entity (Moran,
2016; Organisation for Economic Co-operation and Development, 2015; OECD,
2016) in a number of different areas including:
•

evaluating privacy concerns when enabling data access;

•

ensuring data use is appropriate;

•

information governance and respect for privacy;
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•

the implementation of the separation principle;

•

public engagement work.

A detailed explanation of the Secure Anonymous Information Linkage (SAIL) Gateway
which is a privacy-protecting remote access system for health-related research and
evaluation is presented by Jones et al. (2014) and includes information on the
principles and operating model of the gateway, the features provided to users within
the secure environment, and how the challenges of making data safely accessible to
increasing numbers of research users are being met. The principles under which the
SAIL Gateway has been created are to:
(A) Operate a remote access system that provides secure data access to
approved users.
(B) Host an environment that provides a powerful platform for data
analysis activities.
(C) Have a robust mechanism for the safe transfer of approved files in
and out of the system.
(D) Ensure that the system is efficient and scalable to accommodate a
growing data user base.
Datasets are transferred using the separation principle so that only the data provider
sees the identifiable dataset. The provider divides their dataset into two parts:
demographic details (including name, address, and date of birth) and content (such as
medications, diagnoses, educational attainment). The demographic elements are sent
to the NHS Wales Informatics Service (NWIS) which operates as a trusted third party
(TTP) to match and anonymise the records. The content elements of the dataset are
sent directly to the SAIL Databank.
International best practice: Australia National Statistical Service
The Australian Government’s National Statistical Service identifies two main approaches to
the implementation of the separation principle. These are an external data linkage structure
(where the data custodian applies the separation principle before providing data to the
integrating authority) and an internal data structure (where the data custodians provide the
full (encrypted) dataset to the integrating authority and the integrating authority applies the
separation principle) (Fig. 26).
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Figure 26. Steps in implementing the separation principle

Approach 1: External separation 4
•Step 1: the data custodians separate the identifying information from content data
•Step 2: the data custodians send encrypted identifying information to the Data Linkage Unit at
the nominated integrating authority for the creation of a linkage key file
•Step 3: the data custodians send encrypted content data (without the identifying information)
to the Data Merging Unit at the nominated integrating authority to merge the datasets

Approach 2: Internal separation 5
The separation principle is achieved in this type of approach by limiting the number of roles
that any person within an integrating authority can have at one time and limiting the level of
access to datasets associated with the project as follows:
•People linking records can access the identifying information needed to create linkage keys (i.e.
key demographic information used for linking), but no other information contained on
individual records. The linking of records could be done by staff within the integrating authority
or outsourced.
•People merging records can access only the linkage key and the analysis or content data, but
not linking or identifying information on individual records. The linkage key replaces the
identifying information. The merging of records must be done by authorised people within the
integrating authority, who are also responsible for appropriately confidentialising the data
before it is provided to researchers.
•People analysing integrated datasets (researchers) cannot access identifying information for
individual records and also receive access to confidentialised data specific to their project. The
extent to which data is confidentialised will depend partly on the legislation governing access
and use of the data.

Guidance and protocols
In the context of the GUI pathfinder project, the CSO Protocol for Linking and
Integrating Data Holdings for Statistical Purposes is particularly relevant.
The CSO Protocol for Linking and Integrating Data Holdings for Statistical
Purposes
The key elements of this protocol cover matching of individual records across two or
more data holdings, and any assistance the CSO may give to other public authorities
to enable them to link data holdings under their control for statistical purposes. The
protocol sets out a number of undertakings, specifically that it shall engage in data
matching through the linking and integration of data holdings held by the Office
provided all of the following conditions are met (Fig. 27).
https://statistical-data-integration.govspace.gov.au/topics/applying-the-separation-principle/separationprinciple-approach-1
4

https://statistical-data-integration.govspace.gov.au/topics/applying-the-separation-principle/separationprinciple-approach-2
5
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Figure 27. Conditions that must be met before CSO data matching can take place

All data matching activity complies in full with data protection
legislation

The data matching is undertaken solely for statistical purposes in
line with the legal mandate of the Office as defined in the Statistics
Act, 1993
•Namely: the collection, compilation, extraction and dissemination for statistical purposes of
information relating to economic, social and general activities and conditions in the State.

The implementation of any proposal for matching has received the
prior written approval of the Director General of the CSO before it
is implemented
•The provisions of the Statistics Act, 1993, regarding the protection of individual information are
strictly adhered to at all stages of the data matching process and are applied in particular to
protecting the individual data contained in the linked databases. The CSO has a general Code of
Practice covering its procedures for protecting the confidentiality of all individual data under its
control. This Code is an integral part of this Protocol insofar as relevant parts will apply to any
data matching undertaken in the Office.

Data matching assistance
•The CSO may give assistance to other public authorities. Within the scope of this protocol, the
CSO will assist other public authorities in matching data holdings available to them provided all
of the following conditions are met:
▪All data matching activity complies in full with data protection legislation;
▪The Director General of the CSO is satisfied that the matching is for statistical purposes only;
▪The public authority has adopted a protocol, which is acceptable to the Data Protection
Commissioner, governing its treatment of individual data available to it for statistical purposes
(including the linking and integrating of data holdings for statistical purposes); and
▪The Director General of the CSO is satisfied that sufficient safeguards are in place in the
authority to ensure that individual information can be adequately protected from disclosure at
all stages of the matching process and that the linked file is used for statistical purposes only

Publicly accessible register
•The CSO will maintain a register, which will be publicly accessible through its website
(www.cso.ie), of all data matching activity undertaken in compliance with this annex. The
register will contain, inter alia, details on: the datasets that have been matched; the reasons
why the matching was undertaken; and the statistical outputs that have been obtained.

Examples of international best practice in guidance and protocols
A number of examples of best practice guidelines and protocols are presented.
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“Five Safes” framework
One of the most commonly used frameworks is the “Five Safes” (Safe people; Safe
projects; Safe settings; Safe outputs, Safe data) and this approach has been adopted
by a number of organisations who govern data in their control. An operationalisation
of the framework as implemented by the UK Office for National Statistics (ONS) is
presented in Figure 28.
Figure 28. The five safes as enacted by the UK Office of National Statistics

Safe people
•Application by researcher through the Approved Researcher scheme for permission to use the
dataset. To be considered 'safe people', researchers have to: demonstrate that they have the
technical skills to use the data; complete the ONS training course and pass the assessment at
the end; agree to their details being published on the ONS website; and sign an agreement
promising to protect the confidentiality of your data at all times.

Safe projects
•A request for access must be made to the specific data sources they need by putting together a
project proposal. For access to data to be granted, the researchers need to demonstrate that
their proposal is an appropriate and ethical use of the data, that it will deliver clear public
benefits and that they will publish their results to enable use, scrutiny and further research.
Applications are reviewed by a panel of experts from across ONS and, where appropriate, by
the National Statistician’s Data Ethics Advisory Committee as well. If either body is not satisfied
that all of our conditions are met, the application is rejected.

Safe settings
•The ONS have established a safe setting called the Virtual Microdata Laboratory (VML), where
researchers can analyse data on our systems, but in a location where they have no access to
email, the internet, printers or any other way of taking out our protected data. This system has
a wide range of security controls built in, including CCTV in the secure rooms and protective
monitoring software, which monitors and records every keystroke and mouse-click researchers
do to make sure nobody misuses the data.

Safe outputs
•Once the researcher has completed their work their results are checked and outputs that can
be used are released. To ensure that the outputs, tables and charts produced cannot identify
the data-subjects, two people check them, independently, to ensure that they meet the same
confidentiality standards that ONS applies to all outputs published as Official Statistics. Once
both reviewers are happy, the results are sent to the researcher, who can then write and
publish their report.

Safe data
•The ONS note that despite all of these controls, they still need to make sure that researchers
do not inadvertently learn something about the data subjects during the course of their
analysis. To do this, they de-identify the data, by removing names, addresses and any other
details that would directly identify the data subjects, before they make them available for any
analysis.
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Caldicott Principles underpinning data linkage
These principles are commonly used in the United Kingdom, particularly in respect of
health data to underpin areas to be addressed in data linkage.
Figure 29. Examples of principles on data linkage

The Caldicott Principles (revised 2013) are:
Principle 1 Justify the purpose(s) for using confidential information
Principle 2 Don't use personal confidential data unless it is absolutely
necessary
Principle 3 Use the minimum necessary personal confidential data
Principle 4 Access to personal confidential data should be on a strict
need-to-know basis
Principle 5 Everyone with access to personal confidential data should
be aware of their responsibilities
Principle 6 Comply with the law
Principle 7 The duty to share information can be as important as the
duty to protect patient confidentiality

Guidance specific to the work of the ALSPAC study
Guidance has also been developed by those who hold data in data archive
repositories and again similar type principles apply. Of particular relevance to the
Growing Up in Ireland study is the work of ALSPAC in terms of their policy on data
access. The development of their work has been supported through research grants
and through collaborations between multiple research and administrative
organisations.

ALSPAC longitudinal study data access policy (2019)6
Issues addressed include: data access procedures; types of
data and rules governing access; data provision; access to
biological samples; new data collection; and summary of
researcher responsibilities

Access from: http://www.bristol.ac.uk/media-library/sites/alspac/documents/researchers/dataaccess/ALSPAC_Access_Policy.pdf
6
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Summary of governance issues arising in data linkage
This section has considered governance issues arising in respect of data linkage and
highlights particular areas relating to ensuring safe data linkage infrastructure and
environments. A number of infrastructural and governance barriers to data linkage
have been identified in both the national and international literature. In Ireland, the
number of entities involved in authorisation for data linkage, a lack of clarity about
the roles of various stakeholders, uncertainty about the order of contact, delays in
authorisation and overcautious interpretation of the data protection legislation were
all identified as problematic.
A full review of data protection legislation is outside the scope of this review
although key areas directly relating to data linkage under the GDPR regulation are
presented. Of particular relevance to the GUI pathfinder project is a recognition
within the GDPR of the CSO’s position as a National Statistical Authority. There is
some debate as to whether this regulation creates an easier or more difficult
environment for data linkage and in the Irish context, it is noted that there is limited
knowledge about GDPR requirements, and especially of the need to carry out Data
Privacy Impact Assessment on any research project where there are potential risks to
the protection of data. Consideration is given to “The Separation Principle”, which
may adopt external or internal approaches to data linkage. This principle is
understood as a mechanism to protect the identities of individuals and organisations
in datasets by ensuring that no individual working with the data can view both the
linking information and the merged analysis in a merged dataset. This approach is
widely used internationally to ensure privacy and confidentiality of data.
Governance of data linkage is an area that has received some attention in the Irish
health research context where a principled, proportionate governance approach was
recommended by Moran (2016) in a report carried out on behalf of the Health
Research Board. Key elements of the proposed governance structure, titled DASSL,
include an information governance review panel, research ethics committees and
project approvals board, a health research data hub, third party and data linkage
service, safe setting/safe haven, research support unit, output checking and
disclosure control and public engagement.
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These issues are well documented internationally and structures (the Five Safes
framework implemented through the SAIL Gateway in Scotland and the Australian
National Statistical Service), principles (e.g. the Caldicott principles), guidance (e.g.
ALSPAC longitudinal study data access policy) and protocols (e.g. Statistics Canada
directive on microdata linkage) have been put in place to support data linking and
integration.
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6. Technical issues arising in data linkage
This section considers the main technical issues arising in data linkage and focuses on
key aspects of the data linkage process which commences with the identification of
datasets and negotiation of access to the data. This is followed by a number of
different stages commencing with the receipt of data and concluding with reporting
on the data and findings (Fig. 30). These stages are now considered.
Figure 30. Stages in data linkage process

Transfer and
receipt of data

Reporting

Data analysis

Data
assessment and
preparation

Data linkage

Process of transfer
The transfer of data between organisations requires careful consideration of the
format, method and the preservation of privacy of information. Jones (2017), in
reporting on the approach to data transfer with the UK-based Secure Anonymised
Information Linkage (SAIL) Gateway, note that formal permission is obtained from
each participating data provider via their organisational Caldicott Guardian and
information governance structures so that due diligence processes are carried out to
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their satisfaction, and data sharing agreements are in place, before data are
transferred. They further note that the SAIL Databank uses only secure
upload/download portals with no data being transferred by means such as portable
media, email or postal mail.
In many jurisdictions and organisations, however, secure data transfer continues to
take place using a courier type service using encrypted data storage (e.g. memory
stick or DVD). Key steps involved in secure data transfer take account of the need for
data protection at every stage of the process and an example of the key steps used
by Statistics New Zealand in encrypted-DVD courier delivery (a common method of
data transfer for large datasets) is presented in Table 3.
Table 3. Example of key steps for secure data transfer by courier

Explanation
1. Media creation and
encryption

The data custodian extracts information from their
systems and copies it to a CD/DVD using an encrypted
format.

2. Handover to courier

The data custodian hands the media to the courier, with
the name and address of the recipient (the organisation
doing the linking).

3. Delivery

A key contact person from the linking organisation
receives the data and signs for its receipt. All transactions
must be recorded.

4. Transfer to IT secure
facilities

The data should be personally carried by the key contact
person to the relevant secure IT facilities of the linking
organisation.

5. Place in safe storage

The data transfer and the database loading are completed
and stored securely.

6. Disposal

Once transfer is completed, the linking organisation
destroys the media (i.e. shredding of DVDs, deletion of
back-up files, and for very sensitive information at high
risk, degaussing (demagnetisation)).

7. Confirmation to data
custodian

The linking organisation informs the data custodian when
the data transfer is successful (or not).

8. Preliminary checks
of the data

Once the data has been received, the linking organisation
checks the received data to confirm it is fit-for-purpose.
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The Australian Government Open Data Toolkit (2020a) sets out a number of quality
checks to be conducted in respect of the verification and validation of the data on
receipt, and includes:
•

Are databases accompanied by relevant metadata?

•

Does the dataset have the expected number of columns?

•

Do the columns contain the correct content (e.g. dates in date field, text in text
fields)?

•

Have the required data items been supplied?

•

Are there no extraneous fields present?

•

Does the data reflect the correct reference period?

•

Does the total number of records fall within the expected range?

Assessment, preparation and management of datasets
About 20% to 30% of the time and effort in a data mining project is
used for data understanding, and about 50% to 70% for data
preparation (Christen and Goiser, 2007)

There is a growing consensus that data cleaning (i.e. detecting, diagnosing, and
editing data anomalies) and proper documentation are essential aspects of quality
assurance (Dusetzina et al., 2014). These requirements arise from a recognition of the
challenges in linking longitudinal data with administrative or other data sources
arising from limitations of each data as well as the amplification of these challenges
when linked. Many administrative datasets contain inconsistent, inaccurate or
incomplete data that vary in structure, format and content (Hanafin and Brooks,
2009). Common variations found in selected linkage identifiers according to
(Dusetzina et al., 2014) are presented in Table 4.
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Table 4. Common variations identified in selected linkage identifiers

Field

Type

Examples

Names

Case
Nicknames
Synonyms
Prefixes
Suffixes
Punctuation
Spaces
Digits
Initials
Transposition

John Smith | JOHN SMITH
Charles | Chuck
William | Bill
Dr. John Smith
John Smith, III
O’Malley | Smith-Taylor |
Smith, Jr.
John Smith, Jr
J2ohn Smith
AM | A.M. | Anne Marie
John Smith | Smith John

Address

Abbreviations

RD | Road | DR | Drive

Dates

Format
Invalid values

01012013 | 01-01-2013 |
01JAN2013
Month = 13 | Day = 32 | Birth
year = 2025 | Date =
29FEB2013

Social
Security
Number

Format

999999999 | 999-99-9999 |
999 99 9999

Geographic
Locations

Abbreviations
FIPS codes
SSA codes
ZIP Codes
Concatenation of
state and county
codes

NC | North Carolina
North Carolina = 37
North Carolina = 34
99999 | 99999-9999
Mecklenburg County, NC |
37119

Sex

Format

Male / Female | M / F | 1 / 2

FIPS = Federal Information Processing Standards; SSA = Social Security Administration.

Additional issues arise in respect of longitudinal datasets and O’Neill et al. (2019)
676) identifies four main challenges (Fig. 31).
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Figure 31. Challenges in respect of longitudinal study data preparation and management for
linkage

May be divergence over time and across disciplines in construct
definitions and measurement approaches

Gaps in data coverage, due either to the periodic nature of study
sweeps (i.e. data collection waves) or to incomplete responses and
participant attrition

Increased volume of data, potentially making discoverability of
specific variables, and particularly longitudinally equivalent
variables, more difficult

Data harmonisation and linkage work being undertaken in isolation
or a new, potentially duplicating effort and increasing the risk that
unintended variations emerge

Foley (2017) also highlights particular challenges arising in longitudinal data at a more
granular level including:
•

Item nonresponse where participants fail to provide answers to individual
questions.

•

Measurement error where the survey observation may differ from the value
that would be observed by a perfect measurement due to issues arising in the
measurement tool, the collection mode, the participant, the interviewer or the
interview settings.

•

Panel conditioning, which is unique to longitudinal studies, which may lead to
inaccurate responses.

•

Attrition, which is rarely random and can occur due to participant withdrawal
or inability to trace.

Foley (2017) further notes that accumulated attrition over consecutive waves of data
collection, can result in a sample size that is no longer representative of the
population from which it was drawn or is unacceptably small thus limiting high quality
empirical research.
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As a consequence of these challenges, extensive data preparation may need to take
place prior to linkage to ensure all the data being linked is consistent and uniform
thus allowing the software to work effectively. The Australian Government Open
Data Toolkit (2020a) identifies a number of different activities which need to take
place in preparing the data for linkage and these are set out in Figure 32.
Figure 32. Activities that need to take place prior to data linking

Data editing

e.g. the removal of an impossible response

Data repair

This is where some data is missing but there may be sufficient
information to approximate the data (changing a postcode to
match suburb and street information).

Data
standardising

This is the formatting of data items so they are consistently
represented in all of the datasets (for example, dates can be
represented in different formats such as, DD/MM/YYYY or
MM/DD/YYYY).

De-duplication

This refers to the removal of duplicates from a dataset
including when a record incorrectly appears more than once in
a dataset with exactly the same data item value or where the
same unit appears more than once in the same dataset but with
different values for some of the data items.

Correspondence

This involves creating a consistent coding classification across
all datasets. A sound understanding of the data is required to
produce the best correspondence. For example, marital status
in one dataset could be married, currently married, never
married. In the second dataset, this could be Never Married,
Currently Married, Separated, Divorced or Widowed. The
second dataset can be recoded to match the first.

Process for pre-linkage quality checks
Prior to analysis, a number of checks can be used to assess the quality of a linked
dataset and these have been set out by in the Australian Government data linkage
tool kit (Fig. 33).
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Figure 33. Pre-linkage quality checks

Compare linked datasets
•Results are compared from two separate linking methods applied to the same
datasets. This may involve comparing a linked dataset with a "gold standard file" or
"truth file" (where available) to assess the quality of the linkage strategy.

Clerical assessment
•Clerical assessment can be undertaken post linkage to check the quality of the link
status assigned to the records. Checking link quality involves a review, usually manual,
of the linked records. It is a time consuming and subjective process.

Comparing expected number of links with actual number
of links
•An initial assessment of the two source datasets may yield an estimate of the number
of matches.
•This method is particularly useful if one dataset is a subset (or near subset) of another,
e.g. linking an administrative dataset to a census.

Assessing discrepancies in the representation of subgroups
•Some sub-groups, particularly children and young adults, can be hard to correctly link
(e.g. young adults are more mobile, children may have uniform or 'not applicable'
values on fields such as education, qualification, marital status). Consequently, a
linked dataset may be under-represented on younger individuals.

Process of data linkage
According to Chambers and Diniz da Silva (2020), Newcombe et al. (1959) are usually
identified as being the first to formulate record linkage as a statistical problem, while
Fellegi and Sunter (1969) are credited with the development of a mathematical model
for computer-based record linkage that explicitly allows for record matching in the
absence of a unique identifier. Padmanabhan et al. (2019) note that the goal of record
linkage is to determine whether records link to the same or different units of
observation. If a high quality unique identifier exists – such as an identification code
of a legal business entity, or a social security number, linking is a simple operation,
although these authors also suggest that even where an exact unique identifier is
available, additional variables are generally taken into account.
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In Ireland, similar to the situation in other jurisdictions, a unique identifier is often not
available (Foley, 2017) and consequently, a more complex approach is required to
data linkage. The main mechanisms used for data linkage are presented in Figure 34.
Figure 34. Mechanisms for data linkage

Deterministic linkage (Tran et al. 2017)
•Deterministic matching is described as record linkage of two (or more) files based on
agreement rules (exact, approximate, and partial) for matching variables. Deterministic
linkage ranges from simple joining of two or more datasets, by a single reliable and
stable identifier, such as a unique identifier, to sophisticated stepwise algorithmic
linkage.
•Simple deterministic linkage – depends on exact matches, so linking variables
(individually or as components of the "statistical linkage key” (SLK)) need to be
accurate, robust, stable over time and complete.
•Rules-based linkage – pairs of records are determined to be links or non-links
according to a set of rules, which can be more flexible than a SLK but are more labour
intensive to develop as they are highly dependent on the datasets to be linked.
•Stepwise deterministic linkage – uses auxiliary information to adjust SLKs for
variation in component linking variables.

Probabilistic linkage (Tran et al. 2017)
•This can be defined as record linkage of two (or more) files that utilises the
probabilities of agreement and disagreement between a range of matching variables.
•This approach is generally based on the Fellegi-Sunter linkage framework where
records are matched on the basis of scores engineered to maximise the probability of
a correct match.
•The probability of the match is defined in terms of "distance" between values of
identifier variables common to both records and a link "declared" only when score is
above a (subjective) threshold.

Statistical linkage (Gemici and Nguyen, 2013)
•Statistical matching combines records of individuals which are statistically similar on
key characteristics and which are available in both datasets. This results in a synthetic
dataset in which each matched record represents a fictitious individual who proxies
the combined trajectory of two real individuals who are statistically equivalent on a
number of key characteristics.
•This approach was considered, but not adopted in respect of the Australian
Longitudinal Study of Children (Gemici and Nguyen, 2013). The authors concluded
that it is not advisable to combine information from two datasets (the Longitudinal
Study of Australian Youth and the Longitudinal Study of Australian Children) into a
synthetic dataset for further analysis.
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Examples of data linkage software
Pita et al. (2018) identify a number of data linkage tools that are widely used to carry
out the linkage process (Fig. 35).
Figure 35. Data linkage tools

Reclink

Merge
Toolbox

•This software provides different matching and block construction routines to
support data linkage. Phonetic codes are applied over linkage attributes to
generate candidate blocks for pairwise comparison.

•This software is used by the German Record Linkage Center along with
other tools for privacy-preserving matching (Safelink) and error imputation
for accuracy validation (TDGen).

FRIL

•This is an interactive linkage process allowing users to select comparison
attributes, a similarity function, and a decision model to accept or reject
matched records.

Febrl

•This is an open-source tool with a graphical interface that allows the
combination of different encoding, indexing, comparison, and classification
functions.

Schneider et al. (2019) reporting on Australian Government data linkage
developments also highlight the use of multiple software tools to support a number
of different elements of data linkage including:
•

Data analysis and cleaning: Open source software (OSS), mainly R statistical
software, and in-house developed tools, e.g. Cecilia [14], a R Shiny application.
OSS is also used for linkage through a modified version of Freely Extensible
Biomedical Record Linkage (FEBRL) with added parallel processing and
comparators.

•

The clerical review process: In-house software built around the Microsoft
Office Suite and is based on the MS SQL database running on a Windows
Server VM. This system allows records to be stored in tables together with
grouping information, which identifies records for the same individual.

•

Deterministic and probabilistic linkage: Record linkage software FEBRL.
Other linkage technologies are currently being evaluated at SA NT Datalink
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including the Next Generation Linkage Management System (NGLMS), which
currently runs parallel to the MS SQL system. The NGLMS is based on open
source technologies and platforms using a NoSQL graph database to store
record information and links and weights between them.
•

Secure storage: A private SURE workspace, which is a highly secure, remotely
accessible computing environment, operated on data centres located in
Australia, is used to manage and store the data where data are managed in a
PostgreSQL 10 database, which resides on a purpose-built database server
within the SURE workspace. Data transfers into and out of the workspace are
controlled by the SURE Curated Gateway to ensure unauthorised files cannot
enter or leave the Custodian-Controlled Data Repository (CCDR).

Outcomes of data linkage
Dusetzina et al. (2014) write that deterministic linkage allows for almost exact
agreement on a common identifier (or a set of identifiers) and this in turn minimises
incorrect linkages. It has been suggested that deterministic linkages are the most
appropriate approach when unique identifiers are common between datasets, the
percentage of missing values is low and there is a clear hierarchy of identifiers. These
cases will have a very high specificity (Padmanabhan et al., 2019).
Probabilistic strategies which aim to remove subjectivity in rule setting when
available matching variables are not unique, is more likely to contain errors due to
incomplete or missing data. With this method a set tolerance level of mismatch
between two records is allowed, and in an example given by Foley (2017) a potential
near-match where the dates of birth in the two datasets differs by one digit would be
allowed as long as all other linking variables have an exact match. In this situation, the
potential for false positive and false negative matching errors occurring can be
controlled by adjusting the accepted near-match tolerance levels that determine a
link. A lower tolerance level can reduce the false negative matches but is likely to
increase the level of false positive errors. In all linkages, the sensitivity and specificity
of the match is impacted on by decisions made by the researcher or data scientist.
There are four possible outcomes following the linking process and these are
presented in Figure 36.
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Figure 36. Outcomes of the linking process

True positive link

True negative link
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False negative link

• Records which
refer to the same
entity and have
been correctly
linked.

• Records which do
not have a match
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non-link.

• Records that have
been linked, but
do not belong
together (also
known as false
links).

• Records that have
not been linked,
but do belong
together (also
known as missed
links or missed
matches.

Accuracy of data linkage
Accurate record linkage is dependent on the discriminatory power of available
identifiers, the overall quality of the datasets, and the design of the deterministic or
probabilistic linkage strategy (Padmanabhan et al., 2019). Misclassification may occur
either through missing or incomplete data records or through the methodology used
for record linkage and this can result in bias if the linkage accuracy differs between
comparator groups.
When linking two datasets there is a proportion of cases that will match and a
proportion that will remain unmatched, and complex approaches such as simulationbased methods to assess linkage quality have been developed (Tuoto, 2016, Liseo
and Tancredi, 2011). According to Schneider et al. (2019), key determinants of overall
linkage quality are:
•

the quality of the (blocking and linking) variables used to construct the
statistical linkage key (SLK) (deterministic)

•

the quality of blocking and linking variables (deterministic and probabilistic)

•

the blocking and linking strategy adopted (probabilistic).

Where the linkage does not consistently capture the same cases, records that
correspond to the same person will not link because of missing or inaccurate data
(false negatives), or unrelated records are mistakenly linked (false positives). The
following examples are presented in the Australian Government Open Data Toolkit
(2020b).
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An example of a false positive link
•

Twin sisters living in the same house with the same initials and surname may
have their records incorrectly paired with each other because their linking
characteristics are so similar. If the linking software used surname, initials,
address, sex and date-of-birth to determine the matches, it could assess their
records as a “link” because of the high level of agreement between the linkage
fields.

An example of a false negative link
Even if two records on different datasets belong to the same person, the linking
process may not identify them as links if:
•

there are errors in the source data (such as misspellings of name, address)
and/or

•

the information changes over time (e.g. if a person changes their name after
marriage, the linking software cannot tell if Jane Smith on one dataset and
Jane Barnett on another are the same person, if using only name to match)

Findings from a systematic review of 33 articles, where six had complete data on the
level of probabilistic record linkage of health databases, were reported by Silveira and
Artmann (2009) who found the accuracy of probabilistic record linkage of databases
ranged from 74% to 98% sensitivity (i.e. the proportion of truly matched records
detected) and 99% to 100% specificity (i.e. the proportion of truly unmatched records
detected). Foley (2017) notes that attempts to reduce one of these types of errors
tends to lead to an increase in the other, and as a result a common approach is to
attempt to minimise the sum of the two error types.
Linkages with lower sensitivity and specificity are likely to be biased thus resulting in
the results and their interpretation open to question (Silveira and Artmann, 2009).
Moore et al. (2018) note that an understanding of subject differences according to
their linked or non-linked status is essential to make inferences from linked datasets
as it provides information on the reasons for non-linkage biases in involved attribute
covariates and (focal) substantive correlates.
Impact of poor quality data on linkage
Schneider et al. (2019) draw attention to the impact of poor quality data (e.g. where
variables are missing, indecipherable, inaccurate, incomplete, inconstant, inconsistent)
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and suggests it can lead to records not being linked (missed links) or being linked to
wrong records (false links). The authors further write that impact of these two types
of errors may not be equal (e.g. a missed link may be more harmful than a false link),
and this must be taken into account when designing a data linkage strategy, especially
if the linking has legal or healthcare implications. Pita et al. (2018) propose the
utilisation of machine learning techniques for automating the process of tuning the
linkage hyperparameters and reducing or eliminating the amount of human
intervention.
Chambers and Diniz da Silva (2020) note that in addition to the usual sources of
survey bias (coverage bias, informative sampling bias and non-response bias), linked
data are subject to a variety of potential additional biases, including consent bias (the
sub-sample of survey respondents who consent to their data being linked can be nonrepresentative), missed links bias (the sub-sample of consenters whose records can
actually be linked can be non-representative) and incorrect links bias (caused by
errors in the linkage process). Bohensky et al. (2010) write that it can be difficult to
assess the quality of a linkage when the individual’s outcome which is being linked to
other variables is unknown or there is not an expected one-to-one relationship
between one variable and another (e.g. death registry to determine a patient’s
survival status). Pita et al. (2018) identify the following approaches to the evaluation
of the quality of the linkage (Fig. 37).
Figure 37. Approaches to the evaluation of the quality of the linkage

the use of “gold
standards” (when
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bias
measurement
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Accuracy can be statistically measured through sensitivity, specificity, positive
predictive value (PPV), and receiver operating characteristic (ROC) curves (Bohensky
et al., 2010). The Australian Government Open Data Toolkit (2020b) has identified a
number of key statistical measures of linked quality based on work undertaken by the
Australian Institute of Health and Welfare (AIHW) and Australian Bureau of Statistics
(ABS) 2012 (Table 5).
Table 5. Key measures of linked data quality

Measure

Explanation

Accuracy rate

Accuracy rate is the proportion of all record pair
comparisons that are true positive links or true
negative links. The denominator for this rate is
the number of all record pair comparisons, while
the numerator is the number of record pairs that
are correctly classified as true matches or false
matches.

False-negative
rate

False-negative rate is the proportion of all record
pairs belonging to the same individuals or entities
that are incorrectly assigned as non-links.

False-positive
rate

False-positive rate is the proportion of all record
pairs belonging to two different individuals or
entities that are incorrectly assigned as links.

Precision (link
accuracy)

Precision (link accuracy) is the proportion of all
classified links that are true links as opposed to
classified links that are false links. It is calculated
by dividing the number of links that are
ascertained as true, by the total number of
classified links.

Sensitivity
(match rate)

Sensitivity (match rate) is the proportion of all
records in a file or database with a match in
another file that were correctly accepted as a
link.

Specificity or
true-negative
rate

Specificity or true-negative rate is the proportion
of all records on one file or database that have
no match in the other file that were correctly not
accepted as a link.
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Analysis of linked data
Much of the work relating to the analysis of linked data focuses on the resolving the
challenges associated with missing data or incorrect linkages and according to
Chambers and Diniz da Silva (2020) the capacity to create linked datasets is
currently running far ahead of our capacity to analyse the linked data while
accounting for these biases in a statistically rigorous fashion.

The authors further note that clear standards are unavailable to guide end-users on
incorporating the paradata (data about the processes of data collection and
preparation) in their analysis.
Curran and Hussong (2009) report on a study (the Cross Study) conducted using
integrative data analysis (IDA) (the analysis of multiple datasets that have been
pooled into one) where data were drawn from three independent longitudinal studies
of children of alcoholic parents and matched controls. In their review of IDA they
highlight the importance of understanding the sampling mechanism used for each
dataset noting that there are two main mechanisms.
Firstly, the model-based procedure (drawing on the work of Fisher 1992), which can
be used to make population inferences based upon samples that are drawn using a
non-probability framework provided the following three conditions are met:
1. a structural model must be hypothesised;
2. a parametric distribution must be assumed; and
3. any design characteristics impacting sample selection must be included in the
model (e.g. over-sampling or cluster-sampling).
Secondly, the design-based procedure, based on the work of Neyman (1934), which
can be used to make population inferences based upon samples that were drawn
using a probability sampling framework which was developed to overcome what he
viewed as inappropriate subjectivity inherent in the model-based approach,
particularly with respect to the selection of the hypothesised model and assumed
distribution. In contrast to the model-based approach, the design-based approach
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allows for valid inferences to be made through the direct incorporation of the
individual-specific sampling weights into the statistical analysis.
Other researchers such as Graham et al. (2017) report on the use of “coordinated
analysis” where data from the included studies (in the case of Graham et al. there
were data from 17 longitudinal studies) are not directly pooled, but all datasets are
analysed using the same analysis protocols, and afterwards, the results are compared
and pooled using meta-analytic techniques. The authors noted that by incorporating
information about between-study heterogeneity into their techniques for study
integration and by probing meaningful sources of between-study variability the
conclusions they reached may be more generalisable.

Reporting on linked data
The final technical issue to be considered relates to reporting on the linked data. Two
areas arise in the literature and these refer to metadata (“data about data”) and
paradata (data about the processes, including the conduct of the survey and the
processes around linkage of data).
Metadata
Metadata provide a description of the provenance, format and meaning of data.
Without appropriate metadata, data integration efforts can be greatly limited. The
adoption of a systematized approach in both administrative and longitudinal data
collection can help to document and manage different stages in the research data
lifecycle, such as conceptualisation, collection, processing, distribution, discovery, and
archiving. This in turn facilitates improvements in use of data including data linkage.
The use of a system such as the Data Documentation Initiative (DDI)
(https://ddialliance.org/) or the Dublin Core Metadata Initiative
(https://www.dublincore.org/specifications/dublin-core/) can provide internationally
agreed standards for describing the data produced by surveys and other
observational methods. The DDI approach is currently used in the UK CLOSER
project as a mechanism for collating and enhancing metadata from each of its partner
studies. To date that project has included metadata sourced from longitudinal studies
with 79, 412 study variables documented to date.
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Paradata
Paradata has been defined in the Oslo Manual (Organisation for Economic Cooperation Development & Statistical Office of the European Communities, 2018) as:
The data about the process by which surveys are filled in. Paradata can be
analysed to identify best practices that minimise undesirable respondent
behaviour such as premature termination or satisficing, in order to improve
future iterations of the survey instrument.

Examples include record of calls, interview notes, interviewer characteristics, audio
files, keystroke files and location data.
In respect of data linkage, paradata also includes information about the processes
relating to the linkage of data and information required includes, for example,
information about how the data linkage was carried out and measures of linked data
quality including accuracy rate, specificity and sensitivity as well as specific issues
arising.
International best practice in reporting on data linkage: GUILD Guidance Document
The Australian Government Open Data Toolkit (2020b) states that documentation is
important, as it collates and enhances an understanding of the linked data, including
any factors influencing the quality of the data, prior to analysis. Much work has taken
place in this area in recent years and Harron et al. (2017b) report on the recently
published GUILD document which provides guidance for information about linking
datasets. The authors note that:
GUILD aims to improve the quality of data processing, linkage, analyses and
research reports by raising awareness about detailed information that could be
shared at each step of the linkage pathway. The guidance also aims to
highlight the responsibilities of data providers, linkers and analysts, not just
report writers, to make this information available.

The GUILD guidance was developed by a group of UK data linkage experts with
expertise also provided by experts from the Office for National Statistics and from
four academic institutions, chosen for their expertise and experience in data linkage
across multiple disciplines including social statistics, health care, demography and
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education. Drafts of the recommendations made in the GUILD document were then
reviewed by a wider team of UK linkage experts (n = 24), the guidance was presented
at an international workshop on data linkage, and a face-to-face meeting of six
international and three UK experts was set up to discuss revisions to the guidance.
Guidance is provided according to the steps in the linkage process (Step 1. Data
provision—the generation, processing and quality control of the source data for
linkage; Step 2. Data linkage—bringing together records belonging to the same
individual, place or organisation; Step 3. Analyses of the linked data—taking account
of linkage error; Step 4. Reporting the results of analyses of linked data). Specific
areas considered in respect of the main stakeholders are presented in Figure 38.
Figure 38. GUILD guidance for linkers and analysts

Linker
•Linking methodology should be shared with analysts
•Description and justification for the identifiers used in linkage
•Record-level information (e.g. linkage scores) should be reported to enable the analyst to
take linkage uncertainty into account
•Publish aggregate-level linkage
•Methods for disclosure control of linked data

Analyst
•Evaluation of linkage accuracy and how this information is used in the analysis
•Record-level indicators of linkage uncertainty (e.g. linkage scores)
•Statistical barriers include lack of data; missing or poor quality match fields; biased data
collection; inappropriate assumptions; lack of control groups in administrative data and
inconsistencies in the timing of data collection should be reported.

Summary of technical challenges
In summary, a number of key technical challenges arising in the process of linking
data have been considered in this section. Areas considered relate to the transfer and
receipt of data, data assessment and preparation, data linkage, data analysis and
reporting. For each area, a consideration of the issues arising are presented along
with quality checks (drawn mainly from the Australian Institute of Health and Welfare
and the Australian Bureau of Statistics), and international best practices in the area. In
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terms of the process of data transfer, while portable mechanisms (e.g. memory stick,
DVD) are used in some areas, best international practice such as that implemented by
the SAIL gateway transfer all data through data portals. There are particular
challenges arising in respect of the preparation and management of longitudinal study
data including potential for divergence over time in construct definitions and
measurement, gaps in data coverage, increase in volume of data and duplication of
effort relating to data harmonisation and linkage. At a more granular level, problems
relating to item nonresponse, measurement errors, panel conditioning and attrition
are all amplified in longitudinal studies. Substantial effort is required therefore to
ensure appropriate preparation of the data through data cleaning, standardising, deduplication and correspondence takes place and it has been estimated that up to 70%
of the time spent on a data linkage project is required for these activities.
There are two main approaches to the process of data linkage, deterministic matching
of records and probabilistic matching of records, although statistical record linkage
has also been considered (but not implemented) in respect of one longitudinal study
of children. Deterministic matching may involve simply joining two or more datasets
by a single reliable and stable identifier or it can involve a more complex approach
such as rules-based linkage or stepwise deterministic linkage. Probabilistic matching
utilises an approach generally based on the Fellegi-Sunter linkage framework where
records are matched on the basis of scores across a range of matching variables. Data
matching can be supported by a number of different software packages such as
Reclink, Merge toolbox, FRIL and FEBRL. There are four possible outcomes arising
from data linkage and these are true positive or negative links (where records from
the same entity are correctly linked and those who do not match are not linked)
referred to as the sensitivity of the match, and false positive or negative linkages
(where records have been linked but do not belong together) and records that have
not been linked but which do belong together) referred to as the specificity of the
match. A number of approaches can be adopted. These include the use of gold
standards (when true match status is known), sensitivity analysis, comparison
between linked and nonlinked records, and statistical techniques dealing with
uncertainty and bias measurement.
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While much of the analysis relating to data linkage focuses on the quality of the
linkage, some have drawn attention to the assumptions that must be made when
generating findings. Two broad approaches are used, the model-based procedure
(drawing on the work of Fisher, 1992), which can be used to make population
inferences based upon samples that are drawn using a non-probability framework
(provided certain conditions are met) and a design-based approach based on the work
of Neyman (1934) used to make population inferences based upon samples that were
drawn using a probability sampling framework. Other approaches have also been
reported, including for example, “coordinated analysis” where data from the included
studies are not directly pooled, but all datasets are analysed using the same analysis
protocols, and afterwards, the results are compared and pooled using meta-analytic
techniques.
The final step in the technical process relates to reporting on the data and authors
writing about data linkage include two main areas, metadata (data about data) and
paradata (data about the process of data collection and data linkage). Much work has
taken place in recent years around harmonisation of metadata and two main
approaches were identified. They are the Dublin Core Metadata Initiative and the
Data Documentation Initiative which is in use in the UK CLOSER longitudinal study
project. International best practice guidelines for data linkers and data analysts has
been developed and published by a group of UK and international data linkage
experts and the GUILD guidance document contains information about all aspects of
the data linkage process.
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7. Key lessons arising from scoping
review of literature
This section presents key lessons learnt from the findings of this scoping review.
Lesson learnt: Data linkage has the potential to generate economic, methodological
and informational benefits.
It has been estimated by the OECD (2019), that data access and sharing can generate
social and economic benefits worth between 0.1% and 0.5% of GDP.
Methodologically, benefits arising include more efficient data collection, lower
participant burden, increased completeness of data, higher levels of accuracy and
reduced recall bias. From an informational perspective, research that would not
otherwise be possible can be conducted, and there are particular benefits arising from
data linkage in allowing for the study of subpopulations who are generally
inadequately covered by traditional data collection processes.
Lesson learnt: There is a strong, and growing policy mandate in Ireland for data
linkage. Recent developments by the Health Research Board can be helpful to
developments in respect of GUI.
Data linkage activities are increasingly prevalent and in Ireland there is a strong policy
mandate dating over many years. Two examples of data linkage using GUI were
presented in this review, one focusing on cognitive outcomes and non-parental
childcare and the other on obesity and the local food environment. In addition,
information was provided about small number of other examples of data linkage
projects that took place using data from other Irish data sources. Of particular
interest to this project is the data linkage project undertaken by Moran (2016) on
behalf of the Irish Health Research Board. The proposed model arising from this data
linkage project is currently undergoing “a proof of concept”. The findings from this
are likely to be helpful to the GUI pathfinder project.
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Lesson learnt: The United Kingdom can provide an example of best practice in
strategic data linkage developments in respect of longitudinal studies of children.
While ad hoc approaches to longitudinal study data linkage have been adopted
internationally and in Ireland, it is clear that a structured and strategic approach offers
considerably more potential for maximising longitudinal study data. Such an approach
has been adopted through the CLOSER (www.closer.ac.uk) project in the United
Kingdom. This project is a consortium of eight longitudinal studies of children, the UK
Data Archive, and the British Library. CLOSER was funded by the Economic and
Social Research Council (ESRC) and the Medical Research Council (MRC) from 201217, and by the ESRC from 2017 to present. The purpose of the consortium is to
increase the use, value, and impact of the UK’s longitudinal studies through a series
of measures including data discovery, harmonisation, facilitation and promotion,
training and capacity building, and impact and public affairs. Other examples of
international best practice in the area of data linkage can be drawn from the work
undertaken by the UK Office for National Statistics (ONS); the Australian Institute of
Health and Welfare (AIHW); and the Australian Bureau of Statistics (ABS), where a
strategic approach has been underway in the area of data linkage for several years.
Lesson learnt: There has been a substantial increase in access to aggregated and
anonymised data in Ireland over recent years. The culture of data sharing in Ireland,
however, is considered to be quite closed.
In recent years in Ireland there has been a substantial increase in the availability of
data at aggregated level (e.g. through the CSO Statbank and data.gov.ie). There has
also been an increase in the availability of anonymised data through structures such
as the Irish Social Science Data Archive and the Irish Qualitative Data Archive, both
of which host data from GUI.
While there is strong support for data linkage, particularly among researchers, the
culture around data sharing especially in the area of health, is considered to be “quite
closed”. Reasons given for this include a lack of training regarding the preparation of
data, the amount of time involved and a lack of a requirement by most funders to
share data.
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Lesson learnt: Access to identifiable information and a structure to facilitate data
linkage is limited in Ireland compared with other jurisdictions, particularly the UK,
where datasets comprising of already linked data are available subject to a number
of conditions.
Data linkage requires access to non-anonymised data because of the need for
identifiable information to facilitate record linkage. In respect of data from GUI,
access to a researcher micro file (RMF) is provided (subject to a number of conditions,
including being appointed as an Officer of Statistics and a requirement to work on
RMF files on site) through the CSO. Findings from a stakeholder consultation by
Moran (2016) suggest that the existing CSO requirements for access to GUI were
considered by researchers to be overly-elaborate. Internationally, particularly in the
UK, researchers can access a dataset that has already incorporated linked records.
Examples include:
•

The Millennium Cohort Study, for example, provides access to a data file that
comprises longitudinal survey data on children matched with the child’s
education records and also data files that include healthcare records.

•

The ALSPAC study has been in the process of creating linked longitudinal
survey data on children with a range of administrative databases (e.g. primary
and secondary healthcare records, geo-spatial data, education data and
mortality data) in a programme funded by the Welcome Trust entitled PEARL.

•

New Zealand Statistics hosts “The Integrated Data Infrastructure” which
comprises linked administrative data about people and households in respect
of health, education, social services, justice, community, population, income
and housing data.

Lesson learnt: While opt-in, informed consent (and assent from children) is
considered the gold standard in the use of data and is a requirement under the
GDPR, it is problematic to achieve and can result in biases in the dataset.
In addition to custodians, individuals whose records are included in the data also have
rights around consent (and assent for children), to the use of their data. A right to
consent to data use is included under the GDPR. While explicit opt-in consent is
considered the gold standard in this area, in practice this can be difficult to achieve
for a range of reasons not least because of the amount of information required and
the need to ensure agreement does not become a box ticking exercise. There is no
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standardised approach to achieving consent and this has been identified as a
significant impediment to data linkage. The challenges are amplified in respect of
health data and in longitudinal studies. In longitudinal studies, there may be difficulty
in contacting an individual who has moved away from their original location, the scale
of gaining consent may be impossible, gaining consent in itself may be undesirable as
it breaches confidentiality, consent may lead to biased samples although even if
consent is given it may still lead to a biased sample. Finally, as noted earlier, giving
consent is not an objective exercise and consequently, it can create significant
challenges.
Research has been carried out with participants on their views on consent for data
linkage and the findings suggest that while informed consent is recognised as a
cornerstone of good practice in the area and privacy protections are an important
consideration for data linkage, adequate measures adopted in best practice data
linkage were also viewed as sufficient by some at least. Consent for data linkage has
also been explored with children and young people included in the ALSPAC study,
and the findings call into question the validity of “informed consent” due to influences
(e.g. social sensitivity of the research question, possibility of tangible health benefits),
uncertainty and effective anonymisation and the consent process.
Lesson learnt: Data linkage in respect of the ALSPAC study has a legal basis and an
opt-out approach has been adopted to consent.
The ALSPAC study which has been in train for the last 30 years has developed a
strategic approach to data linkage which is underpinned by a legal basis for the
activity. It is of note that the approach adopted to the use of records from ALSPAC to
link with records from health, education, benefits, police and environment records is
opt-out consent. 7
Lesson learnt: There is a need to balance the GDPR requirements with the public
good.
There is some debate internationally as to whether the GDPR creates an easier or
more difficult environment for data linkage and in the Irish context, it is noted that
Additional information on how this was approached and the wording used is available in a number of documents
that can be accessed at: http://www.bristol.ac.uk/alspac/participants/using-your-records/
7
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researchers have identified limited knowledge and confusion about GDPR
requirements, including Data Protection Impact Assessments. A more strategic
approach to data linkage that sets out specific requirements around privacy would
alleviate this problem to some extent.
Lesson learnt: Statistical agencies in other jurisdictions have adopted key
leadership roles in data linkage and this assists in reducing barriers to data linkage.
A number of barriers to data linkage have been identified and in Ireland, the number
of entities involved in authorisation for data linkage, a lack of clarity about the roles
of various stakeholders, uncertainty about the order of contact, delays in
authorisation and overcautious interpretation of the data protection legislation have
all been identified as problematic.
Consideration needs to be given to “The Separation Principle”, which may adopt
external or internal approaches to data linkage. This principle is understood as a
mechanism to protect the identities of individuals and organisations in datasets by
ensuring that no individual working with the data can view both the linking
information and the merged analysis in a merged dataset. This approach is widely
used internationally to ensure privacy and confidentiality of data. The absence of a
current available structure that facilitates for data linkage through implementation of
the separation principle is a barrier to data linkage.
The recognition within the GDPR of the CSO’s position as a National Statistical
Authority is particularly pertinent to this project and may provide the CSO with the
potential for national leadership in this area. International development by the
statistical agencies in the United Kingdom, Australia and New Zealand can provide
guidance in this regard.
Lesson learnt: There is a substantial body of guidance available internationally
about data linkage.
The challenges identified in respect of data linkage in Ireland are well documented
internationally. While recognising the CSO protocol for linking and integrating data
holdings for statistical purposes, which is coherent, there is a considerable additional
body of work available internationally that can support infrastructural and
governance developments in respect of GUI. These include, for example, structures
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(e.g. the Five Safes framework implemented through the SAIL Gateway in Scotland
and the Australian National Statistical Service), principles (e.g. the Caldicott principles)
and guidance (e.g. ALSPAC longitudinal study data access policy).
Lesson learnt: There are a number of technical challenges arising in respect of data
linkage and these are amplified in respect of longitudinal study data.
Technical challenges arise in all components of the data linkage process, including the
transfer and receipt of data, data assessment and preparation, data linkage, data
analysis and reporting. Best international practice suggests that all data transfer
should take place using data portals rather than mobile devices (e.g. memory sticks,
DVDs).
There are particular challenges arising in respect of the preparation and management
of longitudinal study data including the potential for divergence over time in
construct definitions and measurement, gaps in data coverage, increase in volume of
data and duplication of effort relating to data harmonisation and linkage. At a more
granular level, problems relating to item nonresponse, measurement errors, panel
conditioning and attrition are all amplified in longitudinal studies.
While the absence of a unique identifier universally available in Ireland is a barrier to
data linkage, this is an issue experienced in many other jurisdictions and approaches
to data linkage, mainly deterministic and probabilistic matching, take account of this.
The process of data matching can be supported by a number of different software
packages such as Reclink, Merge toolbox, FRIL and FEBRL.
Lesson learnt: The quality of the data linkage can be assessed using a number of
methodologies.
There are four possible outcomes arising from data linkage and these are true positive
or negative links (where records from the same entity are correctly linked and those
who do not match are not linked) referred to as the sensitivity of the match, and false
positive or negative linkages (where records have been linked but do not belong
together), and records that have not been linked but which do belong together)
referred to as the specificity of the match. A number of approaches can be adopted.
These include the use of gold standards (when true match status is known), sensitivity
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analysis, comparison between linked and non-linked records, and statistical
techniques dealing with uncertainty and bias measurement.
Lesson learnt: While assumptions about the distribution of data need to be taken
into account in all data analysis, additional issues arise in respect of linked datasets.
While much of the analysis relating to data linkage focuses on the quality of the
linkage, some have drawn attention to the assumptions that must be made when
generating findings. Two broad approaches are used, the model-based procedure
(drawing on the work of Fisher, 1992), which can be used to make population
inferences based upon samples that are drawn using a non-probability framework
(provided certain conditions are met), and a design-based approach based on the
work of Neyman (1934), used to make population inferences based upon samples
that were drawn using a probability sampling framework. Other approaches have also
been reported, including for example, “coordinated analysis” where data from the
included studies are not directly pooled, but all datasets are analysed using the same
analysis protocols, and afterwards, the results are compared and pooled using metaanalytic techniques.
Lesson learnt: Information about metadata and paradata is required so that
assumptions made in data linkage and analysis are appropriate.
The final step in the technical process relates to reporting on the data, and authors
writing about data linkage include two main areas, metadata (data about data) and
paradata (data about the process of data collection and data linkage). Much work has
taken place in recent years around harmonisation of metadata and two main
approaches were identified. They are the Dublin Core Metadata Initiative and the
Data Documentation Initiative which is in use in the UK CLOSER longitudinal study
project. International best practice guidelines for data linkers and data analysts has
been developed and published by a group of UK and international data linkage
experts and the GUILD guidance document contains information about all aspects of
the data linkage process.
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